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OnpenesneHus
B HacrosimeM T0KyMEHTE UCIOJIB3YIOTCS CIEAYIOUIME TEPMUHBI U UX ONIPEACIICHUS.

ABTOMATH3HPOBAHHAA CHCTEMA — CHUCTEMa, COCTOAIIAs M3 IIEpCOHAJIA M KOMILIEKCA
CPEICTB aBTOMATU3ALMU €r0 JAESITENIbHOCTH, Pealn3yromas HHHOPMAIIMOHHY TEXHOIOTHUIO BbI-
MIOJTHEHHUSI YCTAHOBJICHHBIX (DYHKITUI.

AyTeHTH(l)I/IKaIII/IH oTHpaBUuTe/Isl JaHHBIX — IMIOATBCPIKACHUC TOI'0, UYTO OTHPABUTCIIb ITOJIY-
YCHHBIX JAaHHBIX COOTBCTCTBYCT 3asABJICHHOMY.

be3onacHocTh MEPCOHAJIBHBIX TAHHBIX — COCTOAHUC 3alIUIICHHOCTHU ICPCOHAILHBIX JaH-
HBIX, XapaKTCpHU3yeMOEC CIIOCOOHOCTBIO HOJIB?»OB&TCJIGI\/'L TEXHHUYCCKUX CPCACTB U I/IH(i)OpMaI_[I/IOH-
HBIX TEXHOJOTHH 00ECIeUYUTh KOH(bI/I,Z[eHL[I/IaJIbHOCTB, HECJIOCTHOCTh U JOCTYITHOCTH IICPCOHAJIb-
HBIX JJAHHBIX ITPU UX 06pa60T1<e B PIH(bOpMaHI/IOHHBIX CHUCTEMAX MEPCOHATIBHBIX TaHHBIX.

BuoMerpuyeckne nepcoHajJbHbIe JaHHbIE — CBEICHUS, KOTOPBIC XapaKTepH3yIOT (HU3HO0-
JIOTUYecKrue 0COOCHHOCTH YeJIOBEKa U Ha OCHOBE KOTOPBIX MOXHO YCTAaHOBHUTBH €r0 JMYHOCTh U
KOTOPbIC HCHONB3YIOTCS AIMHHUCTpPALMEH AJIsl yCTAHOBJICHHS JINYHOCTU CyOBEKTa MEPCOHAIb-
HBIX JIaHHBIX, MOTYT 00padaThIBaTbCs TOJBKO NMPH HAJIMYUH COTJIACHs B MUCBbMEHHOW (hopme
cyObeKTa MEepCOHANBHBIX IaHHBIX (BKIIOYas (oTorpaduu, OTIEYaTKH MajblieB, 00pa3 ceTyaTku
rjia3a, 0COOCHHOCTH CTPOCHUS Tella U APYTYIO MOT00HYI0 HH(POPMAIIHIO).

BioknpoBaHue mepcoHANBLHBIX JAHHBIX — BPEMEHHOE MpeKpalieHue oopaboTku mepco-
HAJIBHBIX JAaHHBIX (32 MCKIIIOUEHHEM CIy4aeB, €ciu 00paboTka HeoOXoauMma it YTOYHEHUS
MEPCOHAIBHBIX JTaHHBIX).

Bupyc (koMnbHOTepHBI, IPOrPAMMHBIN) — UCIIOIHSAEMbII MPOTPAMMHBIN KO/ WM UHTEP-
IpeTUpyeMblii HAOOp MHCTPYKIMH, 00Ia1aroliii CBOWCTBAMH HECAHKIIMOHUPOBAHHOIO PacIpo-
CTpaHeHus U camoBocnpousBesieHns. Co3laHHble TyOIUKaThl KOMIBIOTEPHOTO BUpYCa HE BCEra
COBMAJIal0T C OPUTHMHAJIOM, HO COXPAHSIIOT CIOCOOHOCTh K JajbHEHUIIEMY pacHpOCTPAaHEHHUIO U
CaMOBOCIIPOU3BEICHUIO.

Bpenonocnas nporpaMmma — nporpaMma, IpeHa3Ha4eHHas J1JIs OCYIIECTBICHUS HECAHKIIM-
OHMPOBAHHOTO JOCTYIAa U (WJIK) BO3AECUCTBUS Ha NMEPCOHAIbHBIE JTAHHBIE WM pecypchl UH(DOpP-
MallMOHHOW CHCTEMBI IIEPCOHAIBHBIX TaHHBIX.

BcnomorareibHbIe TEXHHYECKHE CpeacrBa U CUCTEMbI — TCXHUYCCKUC CPCIACTBA U CUCTEC-
MBI, HC MTPEAHA3HAYCHHBIC JId IIEpEaaqu, O6pa6OTKI/I " XpaHCHUA NICPCOHAIIBHBIX JAHHBIX, YCTa-
HaBJIMBACMbIC COBMCCTHO C TCXHUYCCKUMU CPEACTBAMU U CUCTEMAMU, NPCIHASHAYCHHBIMHA JIA
06pa6OTKI/I NEPCOHANIBHBIX TAHHBIX WM B IIOMCHICHUAX, B KOTOPBIX YCTAHOBJICHBI I/IH(I)OpMaL[I/IOHHBIC
CUCTEMBI IICPCOHATIbHBIX TaHHBIX.

JocTyn B OnepanyoHHyI0 cpexy KOMIbIoTepa (MH(POPMAIMOHHOW CHCTeMbI NEPCOHAIBHBIX
JAAHHBIX) — TIOTy4EeHHE BOZMOKHOCTH 3aITyCKa Ha BHITIOTHEHUE IITATHBIX KOMAaH I, (DYHKIIHIA, TIPOIIETYD
OTEPAIMOHHONW CHUCTEMBI (YHUYTOXKEHHSI, KOTTMPOBAHMS, TIEPEMEIICHHUS U T.I1.), UCTIONHIEMBIX (haityioB
MPUKIIAHBIX IPOrPaMM.

I[OCTyl'l K I/IH(l)OpMaHI/II/I — BO3MO’KHOCTbD ITOJTYYCHUA I/IH(l)OpMaL[I/II/I " €€ UCII0JIb30BaHMA.

3ak/1a104HO€e YCTPOICTBO — 2JIEMEHT CPENICTBA CheMa MH(OPMAIHH, CKPBITHO BHEAPSEMBIN (3a-
KJIaJIbIBAEMBbIi MJTM BHOCHMBIii) B MECTa BO3MOKHOTO CheMa MH(opMaLy (B TOM YHCIIE B OTPAKICHUE,
KOHCTPYKLIMIO, 000pY/IOBaHUE, TIPEIMETHI MHTEPHEPA, TPAHCTIOPTHBIE CPEJICTBA, & TAKKE B TEXHUUECKUE
CPEZICTBA U CUCTEMBI 00pabOTKH HH(pOpMAIIHN).

Monntuka nHpopmaumnoHHol 6esonacHoctn. CtpaHuua 3 13 32



3ammmaemas nHpopManusa — vHbOpPMAIYS, SBILOLIASCS MIPEAMETOM COOCTBEHHOCTH M IOAJIE-
JKallas 3aIliTe B COOTBETCTBUH C TPEOOBAHMSMHU IPABOBBIX JIOKYMEHTOB WM TPEOOBAHMSIMH, YCTAHAB-
JIMBAaEMBIMH COOCTBEHHUKOM MH()OPMAIIHH.

NnenTudpuranus — nprucBOeHNE CYOBEKTaM M 0OOBEKTaM J0CTYIa UICHTH(UKATOpa U (WJIK) CpaB-
HEHHE TIPE/IBSBIISIEMOr0 HIICHTU(HKATOPA C TIEPEIHEM TPUCBOSHHBIX MICHTHU(HUKATOPOB.

HNudopMaTUBHBII CUTHAT — JICKTPHYECKHE CUTHATBI, aKyCTUIECKUE, IEKTPOMATHUTHBIC U JIPY-
rue (GU3IYECKUE OIS, 110 TIapaMeTpaM KOTOPhIX MOYKET ObITh PacKpbITa KOH(UICHIIMATBHAS HH(pOpMAIs
(mepcoHaTBHBIC JaHHBIE) 00padaThIBacMast B TH(POPMAITMOHHOM CHCTEME TIEPCOHATIBHBIX JaHHBIX.

Nudopmanuonnas cucrema nepcoHanbHbIX JaHHBIX (MCIIJH) —COBOKYNIHOCTB cOJlEp-
Kaluxcs B 0a3ax JaHHBIX NIEPCOHAJIBHBIX JaHHBIX U 00ecleYnBarOLMX UX 00paboTKy MH)OP-
MalMOHHBIX TEXHOJOTUM U TEXHUYECKUX CPEIICTB.

HNudopmamonHbie TeXHOJOTHH — TIPOLECChl, METOIbI TOHCKa, cOopa, XpaHeHWs, oOpaOoTKH,
NPEIOCTABIICHHS, PACTIPOCTPAHEHHsT MH(POPMAIMK M CLIOCOOBI OCYIIECTBICHUSI TAKHX IPOIIECCOB U
METO/IOB.

Hcnosb30Banne nepcoHANbHBIX JAHHBIX — JEHCTBUS (ONepalnun) ¢ IepCOHANbHBIMU JaH-
HBIMH, COBEpPLIAEMBIE OIEPATOPOM B LENSAX NPUHATHS PEUICHUN WIA COBEPILUCHMS WHBIX JEH-
CTBHM, MOPOXKIAIOIUX HOPUAMYECKUE IOCIEACTBUS B OTHOLICHMU CYOBEKTa MEPCOHAIBHBIX
JAHHBIX WM JPYTHX JIMI JTUOO MHBIM 00pa3oM 3aTparvBaroOIIUuX IpaBa U CBOOOIBI CyOBEKTa
NEPCOHAIBHBIX JaHHBIX WU APYIUX JIMII.

Hcrounuk yrpo3bl 6e30nacHOCTH HH(OPMALMU — CYOBEKT JIOCTYIA, MaTepUaIbHbIi OOBEKT WIH
(r3HIgecKoe SIBICHHE, SIBISIOIINECS IIPIYUHON BOSHUKHOBEHHUS YTPO3bI 0€3011aCHOCTH HH(OPMAIIHH.

KoHTtposmpyemasi 30Ha — TIPOCTPAHCTBO (TEPPUTOPHS, 31AHHE, YACThb 3[aHNUs], TIOMEILIEHHE), B KOTO-
POM HCKITIOYEHO HEKOHTPOIHUpYeMOe MpeObIBaHKUE MIOCTOPOHHUX JIUL], a TAKXKE TPAHCIIOPTHBIX, TEXHUYE-
CKHX U MHBIX MaT€pHANIbHBIX CPEJICTB.

KOH(l)I/IJIEHHI/Ia.]'IbHOCT b NMEPCOHAIBHBIX TAHHBIX — o0s3aTeIIbHOS A CO6J'IIOI[CHI/I${ oreparopom
WY WHBIM IMOJITYYHMBIIMM OOCTYII K NICPCOHAJIBHBIM JaHHBIM JIMIIOM Tp€60Ba.HI/I€ HE JIOITYCKaTh HUX pac-
MPOCTPAHCHHUEC 0e3 cormacust CY6’BCI(T3 MNEPCOHAIIBHBIX NAHHBIX MW HAJIMYUA MHOI'O 3aKOHHOI'0 OCHOBA-
HUAL.

Me:xceTeBoil IKpaH — JIOKATLHOE (OJHOKOMITOHEHTHOE) WM (PYHKIIMOHAIBHO-PACTPEICTICHHOE
MporpaMMHOE (IIPOrpaMMHO-AIIAPaTHOE) CPEACTBO (KOMILIEKC), peali3yIoliee KOHTPOIIb 3a UH(pOpMa-
IIMEH, TIOCTYTAIOIIEH B MHPOPMAITOHHYIO CUCTEMY TTEPCOHATBHBIX JTAHHBIX U (MJTH) BBIXOJAIICH U3 UH-
(OpMAITMOHHOM CHCTEMBI.

Hapyumrens 6e30MaCHOCTH MEPCOHATBLHBIX JAHHBIX — (PU3MUECKOE JIMIIO, CITy9aliHO WM TIpE/THa-
MEpEHHO COBEpIIIAroIIee IEHCTBYS, CIIEICTBUEM KOTOPBIX SBJISETCS HApyIIeHHE OE30MacHOCTH IepCOHATb-
HBIX JIAHHBIX TIPH UX 00pPabOTKe TEXHUIECKUMH CPEACTBAMH B MH(GOPMAITMOHHBIX CHCTEMAaX TepCOHATb-
HBIX JJaHHBIX.

HeaBromaTu3upoBaHHasi 00pad0TKa MepPCOHATBHBIX JAAHHBIX — 00paboTKa TepcoHaNb-
HBIX JIaHHBIX, COJEpKaIuXcsl B MHGOPMAIMOHHON CHCTEME MEePCOHANBHBIX JAaHHBIX JINOO U3-
BJICYCHHBIX M3 TAKOH CHUCTEMBI, CYUUTAETCS OCYIIECTBICHHOW 0€3 MCIOIb30BaHUS CPEJCTB aBTO-
MaTH3aluu (HeaBTOMaTU3WPOBAHHON), €CIIM TaKue JAEUCTBUS C MEPCOHATBHBIMU JTAHHBIMHU, KaK
MCIIOJIb30BAaHUE, YTOUHEHHUE, PACIIPOCTPAHEHUE, YHUUTOKEHUE NEPCOHAIBHBIX JAHHBIX B OTHO-
HIEHUH KaXKIO0ro U3 CyOBEKTOB MEPCOHATIBHBIX JTAHHBIX, OCYLIECTBIISIFOTCS PU HETIOCPEICTBEH-
HOM Y4YaCTUH YE€JIOBEKa.
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HenexsiapupoBaHHble BO3MOKHOCTH — (DYHKIIOHAJIBHBIE BO3MOKHOCTH CPEZICTB BBIUHMCIIUTENb-
HOU TEXHUKH, HE OIMCAHHBIE WM HE COOTBETCTBYIOIIME OITUCAHHBIM B JOKYMEHTALMH, IIPU UCTIONB30Ba-
HHUU KOTOPBIX BOSMOMKHO HapyIIeHHne KOH(DHICHINAILHOCTH, JOCTYITHOCTH MM LEIIOCTHOCTH 00paba-
TBIBAEMOH MH(pOPMALIUH.

HecaHKIMOHMPOBAHHBII 10CTYN (HECAHKIMOHMPOBAHHBIE /IeiCTBHSI) — TOCTYI K MH(pOpMAIN
WM JIEUCTBHA ¢ WH(OpMAIMel, HapyIIAIoHe MpaBia pasrpaHuueHus JOCTYMa C UCTIOIb30BaHUEM
IITaTHBIX CPEICTB, IPEAOCTABISIEMBIX HH(POPMAITMOHHBIMU CUCTEMAMHU TIEPCOHAIBHBIX TaHHBIX.

Hocutenab unpopmanuu — Gu3NYecKoe JIMIO WM MaTepuaibHbI OOBEKT, B TOM YUCIe (u3HIde-
CKOE T0J1€, B KOTOPOM MH(OpMALMs HAXOJUT CBOE OTPaXKEHUE B BHJIE CHMBOJIOB, 0Opa30B, CUIHAJIOB,
TEXHUYECKHX PEIICHU U TIPOLIECCOB, KOIMYECTBEHHBIX XAPAKTEPUCTUK (PU3MUECKUX BEJINYHH.

O0e31nuuBanue MEPCOHAJIBHBIX TAHHBIX — HGI\/JICTBI/ISI, B PE3YyJIbTATC KOTOPBIX CTAHOBUTCHA
HEBO3MOYKHO 0€3 HCIIOIL30BaHuUs HOHOHHHT@HBHOﬁ PIH(I)OpM&L[PIPI OIIPCACIINTD IIPUHAAJICIKHOCTD
NEPCOHATIBHBIX TAHHBIX KOHKPCTHOMY Cy6”I)CKTy NECPCOHAJIbHBIX JAaHHBIX.

O0pa0oTKa nepcoHAIbHBIX JAHHBIX — JII000€ JelicTBUE (Omeparusi) WM COBOKYITHOCTb JAeH-
CTBUI1 (omepalyii), COBEpIIAEMBIX C MCIOJIb30BAHUEM CPEJCTB aBTOMATH3ALMU WM O€3 MCIONIb30Ba-
HHS TAaKUX CPEICTB C MEPCOHATBHBIMU JTAHHBIMH, BKIFOUYasi cOOp, 3aKCh, CUCTEMATHU3ALINIO, HAKOILIe-
HUE, XpaHCHHE, yTOYHEeHHE (OOHOBJICHHE, U3MCHEHHE), U3BJICUCHHE, MCIIOIB30BaHue, repenady (pac-
MPOCTpaHEeHHe, PeOCTaBIeHNE, JOCTYII), 00e3TMYNBaHNe, OIOKUPOBaHKE, YIAICHUE, YHUUTOKEHHE
MEPCOHAIBHBIX IaHHBIX.

OO01men0CcTynHbIE MEPCOHABLHBIE JTaHHbIE — MEPCOHAIBHBIC JaHHBIC, JOCTYI HEOTPaHU-
YEHHOTO Kpyra JIUI] K KOTOPBIM MPEJOCTABIICH C COTJIacus CyObhEeKTa MEePCOHABHBIX TAHHBIX WA
Ha KOTOPBIC B COOTBETCTBUU C (eCpATHHBIMU 3aKOHAMH HE PACIPOCTPAHSICTCS TpeOOBaHUE CO-
OnroieHus: KOHQUACHIINATHLHOCTH.

Oneparop (MepPCOHANBHBIX JAHHBIX) — TOCYIApPCTBEHHBIH OpraH, MYHHIIMMATBGHBIA Opras,
IOPUITYECKOE I (PU3HIECKOE JIMIIO0, CAMOCTOSTEHHO WM COBMECTHO C JIPYTMMH OpPraHHU3YIOIIEe H
(1) ocyiecTBsIroIee 00pabOTKY MEPCOHAITBHBIX JAHHBIX, a TAKXKE OIMpPEIEISIOIIHE e 00paboTKu
TIEPCOHATBHBIX JITAHHBIX, COCTAB MEPCOHAIBHBIX JAHHBIX, MOUISKAIIMX 00paboTKe, NeicTBus (omepa-
111, COBEPIIIAEMBIE C IEPCOHATBHBIMU TAHHBIMU.

Texnu4yeckue cpeacTsa HHPOPMAIUOHHON CHUCTEMBI MEPCOHAILHBIX TAHHBIX — CPE/ICTBA BbI-
YUCIUTEIFHON TEXHUKH, HH(POPMAIIMOHHO-BBIUMCIIUTENbHBIE KOMILIEKCHI U CETH, CPEJICTBA M CHCTEMBI
niepeaun, priema u 00padoTku [1/1H (cpencTsa u cucTeMsl 3BYKO3aIMCH, 3ByKOYCHIICHUS], 3BYKOBOCIIPO-
W3BEICHUS, TIEPETOBOPHBIEC U TENICBU3HOHHBIE YCTPOKCTBA, CPE/ICTBA U3TOTOBJICHUS, TUPAKUPOBAHUS J10-
KyMEHTOB M JIPyrMe€ TEXHUYECKUE CpeliCTBa OOpabOTKU PEueBOM, rpaduieckoii, BUIeo- U OYKBEHHO-
1rhpoBoit HH(OPMALINH), TPOrPaMMHBIE CPEACTBA (OTMEPAlMOHHBIE CUCTEMBI, CHCTEMBI YIIpaBlIeHHs Oa-
3aMH JTAaHHBIX | T.I1.), CPECTRA 3aIUTHl MH(POpMAIH, TpUMEHsIEMbIE B MTH()OPMAITMOHHBIX CHCTEMAX.

IlepexBaTr (MH(poOpMaNUK) — HETPABOMEPHOE MOJTyUYeHHE WH(OPMAIIUU C MCIOJIb30BAaHUEM
TEXHUYECKOTO CPEJICTBA, OCYIIECTBIISIFOIIET0 OOHApYKEHUE, TTpueM U 00paboTKy WH(GOPMATHB-
HBIX CUTHAJIOB.

IlepconanbHbIe JaHHBIE — JTI00ass HHPOPMAIHS, OTHOCAIIAACS K MPSIMO MIJIM KOCBEHHO OITpe-
JIEIIEHHOMY WJIU OIpenensieMoMy (prU3HuecKoMy JIMIY (CyObEeKTY NEepCOHATBHBIX TaHHBIX ).

ITo6ounbIE JICKTPOMATHUTHBIC M3JIYYCHUHd U HABOAKH — JJICKTPOMArHUTHBIC HU3JTYUCHUA
TCXHUYCCKUX CPCACTB O6pa6OTKI/I 3aLu1/11uaeM0171 I/IH(bOpMaI_II/II/I, BO3HHUKAKOIIHUEC KaK MOOOYHOE SIB-
JICHUC U BBISBAHHBIC JJICKTPUYCCKUMHU CUTHAJIaMU, HGfICTB}HOH.[I/IMH B UX DJICKTPUUYCCKUX U Mar-
HUTHBIX LCIIAX, a TAKIKC JSJICKTPOMArHUTHBIC HABOJAKU 3TUX CUT'HAJIOB Ha TOKOIIPOBOIAIIUC JIU-
HUH, KOHCTPYKIHWU W LCIIU ITUTaHUA.
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[MoanTHKA «YHUCTOr0 CTOJIA» — KOMIUIEKC OPTaHU3AIMOHHBIX MEPOIPUSTHI, KOHTPOIUPY-
IONIMX OTCYTCTBHUE 3aIMCHIBAaHHS Ha OyMakKHbIC HOCUTEIH KJIFOUei U aTpuOyTOB J0ocTyma (mapo-
JIeil) U XpaHeHUs UX BOJM3U OOBEKTOB JIOCTYTIA.

IHonb30BaTe b HHPOPMALMOHHOM CHCTEMbI NMEPCOHAJBHBIX JAHHBIX — JIUI0, YYaCTBYIO-
mee B (QyHKIIMOHUPOBAHUH MH(MOPMAITMOHHON CHCTEMBI IEPCOHABHBIX JAHHBIX HIIM HCIIOB3Y-
IOlIee Pe3yNIbTaThl €€ (YHKIIMOHUPOBAHHUSL.

[IpaBuia pasrpaHuyeHusi A0CTYNAa — COBOKYIHOCTh MPaBUJI, PErJaMEHTHPYIOIIUX MpaBa
JIOCTyTa CyOBEKTOB JJOCTYIA K 00BEKTaM JIOCTYTIA.

IIporpammuasi 3akJjaakKa — KoJ IPOrpaMMbl, IPEJHAMEPEHHO BHECEHHBI B IIPOrpaMMy C
LEJbI0 OCYIIECTBUTH YTEUKY, U3BMEHUTh, OJIOKUPOBATh, YHUUTOXKHUTh HH(DOPMALIUIO WIH YHUYTO-
XKHUTh U MOAU(DUIIMPOBATH IPpOrpaMMHOE obOecrieueHre NHPOPMALIMOHHON CUCTEMBI IEPCOHAIb-
HBIX JAHHBIX U (WJK) OJOKUPOBATh aliapaTHbIe CPEACTBA.

HporpaMMﬂoe (l'[pOI‘paMMHO-MaTeMaTI/I‘leCKoe) BO3/elicTBHE — HCCAaHKIIMOHWPOBAHHOC
BOSHeﬁCTBHe Ha peCypChl aBTOMaTI/ISHpOBaHHOﬁ PIH(bOpMB.LIPIOHHOfI CHUCTCMBI, OCYHICCTBIIAIEMOC C
HCITOJIb30BAHMEM BPCIOHOCHBIX IIPOIpaMM.

PackpbITHE NMePCOHANBHBIX JAHHBIX — YMBIIUICHHOE WIN CIIy4aifHOE HapymieHHe KOH(pu-
JICHLIMAIbHOCTH NIEPCOHANIBHBIX IaHHBIX.

Pacnpocrpanenne nepCcOHAJBLHBIX JAHHBIX — [EHCTBHS, HAIPABICHHBIE HAa PACKPLITHE
IIEPCOHAIIBHBIX JIAHHBIX HEOIIPEACIICHHOMY KPYTY JIMI]

Pecypc mHpopManmoHHoil cHCTeMbl — UMEHOBAaHHBIN 3JIEMEHT CHCTEMHOIO, MPUKJIATHOIO
WIN anmapaTHoro odecneueHus pyHKIIMOHUPOBAHHUS WH(POPMALIMOHHON CHCTEMBIL.

CrnenmaibHble KATETOPUM NEPCOHAJBHBIX JAHHBIX — IEPCOHAJIbHBIC JJAHHBIE, Kacarolie-
Csl pacoBOM, HAI[MOHAIILHOW MPHHAJIEKHOCTH, TOJIUTUYECKUX B3IJIAI0B, PEIMTHMO3HBIX WIH (QU-
J0COPCKUX YOEKIEHHUI, COCTOSHUS 370POBbSi U MHTHUMHOM >KU3HHM CyOBEKTa MEepCOHATbHBIX
JIAHHBIX.

CpencrBa BbIYHC/IMTETHLHONM TEXHUKH — COBOKYITHOCTB MPOTPAMMHBIX Y TEXHMYECKUX AJIEMEHTOB
CHCTEM 00pabOTKH JTAHHBIX, CIIOCOOHBIX (PYHKIIMOHHPOBATH CAMOCTOSATEILHO HIIM B COCTABE JIPYTUX
CUCTEM.

Cy0bekT nocryna (cydbeKT) — JIMIO WK TPOIIECC, TEUCTBHUSI KOTOPOTO PEriaMeHTUPYIOTCS Tpa-
BUJIAMH pa3TpaHUUYEHUS IOCTYIIA.

TexHuuyeckuii KaHaI yTedkd HHGOPMALMH — COBOKYITHOCTh HOCUTEIS MH(pOpMAIMU (CPEICTBA
00paboTKH), (PU3MUECKON Cpellbl PACIpPOCTpaHEHHsT WH(POPMATUBHOTO CHTHATA U CPEICTB, KOTOPHIMH
JOOBIBaeTCsI 3alpIaemMast HHpOpMAaIus.

TpaHcrpaHu4Hasi nmepeaada mepcoOHAJbHBIX JAHHBIX — IIEPEAada NEPCOHAIBHBIX JaHHBIX
onepaTopoM uepe3 ['ocynapcTBeHHyro rpanuny Poccuiickont denepanuu opraHy BJIACTH HMHO-
CTPaHHOTO rocyJapcTBa, GU3NYECKOMY WIIH IOPUANYECKOMY JIHIY HHOCTPAaHHOIO rOCy1apCTBa.

¥Yrpo3bl 0€30MaCHOCTH MEPCOHATBHBIX JJAHHBIX — COBOKYITHOCTH YCJIOBHIA U (DaKTOPOB, CO3IAI0-
IIMX OMACHOCTh HECAHKIIMOHMPOBAHHOT'O, B TOM YHMCJI€ CITy4aifHOTO, JOCTYyIa K NEPCOHATbHBIM JIaHHBIM,
PE3YIBTaTOM KOTOPOT'O MOYKET CTaTh YHUUTOXKEHHE, U3MEHEHne, OIIOKMpOBaHKE, KOTMPOBAHKE, PaCIIpo-
CTpaHeHHE TIEPCOHATLHBIX JTAHHBIX, a TAKYKE MHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBHIA MPU UX 00pabOTKe
B MH(OPMAITMOHHON CUCTEME TIEPCOHAITHHBIX JaHHBIX.

Monntnka nHpopmaumnoHHol 6esonacHoctn. CTpaHuua 6 13 32



YHHn4TOXKEHNE NMEPCOHATBbHBIX TAHHBIX — I[GﬁCTBPIH, B PE3YyJILTATC KOTOPLIX HCBO3MOKHO BOCCTa-
HOBUTBH COACPIKAHNEC ITICPCOHAIIBHBIX JaHHBIX B PIH(bOpMElHHOHHOﬁ CUCTEME IIEPCOHAIbHBIX TAHHBIX WK B
PE3YILTATC KOTOPLIX YHUUTOXKAOTCA MAaTCPHUAJIbHBIC HOCHUTCIU IICPCOHAJIBHBIX JaHHBIX.

Yr1euka (GamminaemMoil) HHGOpPMALMH M0 TEXHUYECKUM KAHAJIAM — HEKOHTPOJIMPYEMOE pacIipo-
CTpaHeHre MH(OPMAIH OT HOCHTEIIS 3allAIaeMOoi MH(QOpMAITK Yepe3 (PU3UUECKYIO CPEy 0 TEXHU-
YeCKOTO CPE/ICTBA, OCYLIECTBIISIOLIETO MepexBaT HHPOPMAIIHH.

YA3BUMOCTB — C11a00CTh B CPEICTBAX 3AILMTHI, KOTOPYIO MOXHO UCIIONB30BATh JJIs HAPYLLEHUS CU-
CTeMBI WM coJiepyKalieiicsi B Heil nHdopMarmm.

HenocTHocTh HHGOPMAINHT — CTTIOCOOHOCTH CPEJICTBA BEIUKCITUTETIBHON TEXHUKU FJIA aBTOMATH3H-
POBaHHOM CHUCTEMBI 0OECIIEUMBATh HEM3MEHHOCTh MH(OPMAIIMH B YCIIOBHSX CITy4aifHOTO W/WITH Tpe/IHa-
MEPEHHOTO UCKAKEHUS (Pa3pyILICHMS ).
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OBO3HAYEHUA U COKPAILIEHUSA

— aHTUBHUPYCHBIC CPEACTBA

— aBTOMaTU3UPOBaHHOE paboyee MeCTO

— BCIIOMOTI'aTCJIbHBIC TCXHUYCCKHUC CPCACTBA U CUCTCMbI
— MH(pOPMAIMOHHAs CHCTEMA IEPCOHANIBHBIX JaHHBIX

— KOHTpOJIMpyeMas 30Ha

— JIOKaJIbHAas BBIYUCIIUTCIIbHAA CCTh

— MEKCETEBOM dKpaH

— HECAHKLIMOHUPOBAHHBIN JOCTYII

— OIepalMoHHas CHCTeMa

— MePCOHATTbHBIC TAHHbIE

— [IPOrPaMMHO-MaTEMaTUYECKOE BO3/IEHCTBUE

— MporpaMMHoOe o0ecriedeHne

— MOOOYHBIE ANIEKTPOMATrHUTHBIE U3ITYyIEHUS U HABOJIKH

— CHCTEMa aHaJIM3a 3aIIUIIEHHOCTH

— CpeJCTBa 3aIlIUThl HHPOpMAIII

— cucrema (MoACcUCTeEMA) 3allUThl IEPCOHATBHBIX JAHHBIX
— cuctemMa 0OHapyKEHUS! BTOP>KEHUI

— TEXHUUECKUE KaHAJIBI yTEUKU HH(POpMAIIN

— YI'pO3bI 0e30macHOCTH MNCPCOHAIbHBIX TaHHBIX
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BBEJEHHUE

Hacrosimias Tlonutuka wH(opMmanmonHoi Oe3omacHoctd (manee I[lomutuka) MAOY
«I'mmuazus Ne 4y (nanee — YupexaeHue) sBisieTcsi OpUIMaibHbIM TJOKYMEHTOM.

[TonuTuka pazpaboTaHa B COOTBETCTBUU ¢ TpeOoBaHUAMU DeiepabHOT0 3aK0Ha OT 27 U0
2006 r. Ne 152-03 «O nepcoHaIbHBIX JaHHBIX» U NocTaHOBJIeHUs [IpaBurenscTBa Poccuiickoi
Oenepannn oT 1HOAOps 2012 1. Ne 1119 «O06 yTBepkaeHUH TPeOOBaHMM K 3aIUTE MEPCOHAb-
HBIX JaHHBIX NMPU UX 00paboTKe B MH(POPMALMOHHBIX CUCTEMax IMEPCOHAJBHBIX JAHHBIX», HA
OCHOBaHUHU:

- «PexoMeHmaruii mo odecnedeHu0 0€30MMaCHOCTH MePCOHANBHBIX JaHHBIX MPU BX 00paboTKe B
WHQOPMAITMOHHBIX CHCTEMaX MEePCOHAIBHBIX JIAHHBIX», YTBEPIKICHHBIX 3aMECTHTEIIEM JUPEKTO-
pa ®CTIK Poccun ot 15.02.2008 .,

- «TunoBbIX TpeOOBaHMI IO OPTaHU3AINH H 00ECTICYCHUIO (PYHKITMOHUPOBAHUS MH(POBATHHBIX
(kpunTorpaguUecKknx) CpelCTB, MpeAHa3HAUYSHHBIX IS 3alIUThl HHGOPMAINH, HE CoAep Kaiieit
CBEJICHHUI, COCTABILIONINX TOCYJApPCTBEHHYIO TaifHy B CIIydae M3 MCIIOJIb30BAHMS IS oOecreye-
HUsl 0€30MaCHOCTH MEePCOHANBHBIX JaHHBIX MPU HX 00pa0doTKe B MH(POPMAIMOHHBIX CHUCTEMAaX
MEePCOHANIBHBIX JAaHHBIX», YTBEPKIEHHBIX pyKoBoacTBoM 8§ Llentpa ®Cb Poccum 21.02.2008 r.
Ne 149/6/6-662.

B Ilonutuke ompexnenensl TpeboBanust k nepconany WCIIJIH, crerneHb OTBETCTBEHHOCTU
IepCoHaNa, CTPYKTypa U HEOOXOAUMBIH YPOBEHb 3aLIUIEHHOCTH, CTaTyC U JAOJKHOCTHBIE 005-
3aHHOCTH COTPYJHHKOB, OTBETCTBEHHBIX 3a oOecreueHrne 0€301acCHOCTH EPCOHANBHBIX JIaHHBIX
B UCII/IH Yupexaenus.
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1 O01mme MoJI0KEeHU S

Lennto HacTosmel IToMTHKH sSBIseTCs oOecreueHe 0€30IMacCHOCTH 0OBbEKTOB 3aIUThI

VupexieHust OT BCEX BUJOB YIpO3, BHEIIHUX M BHYTPEHHUX, YMBIIUICHHBIX U HEMpeIHaAME-
PEHHBIX, MUHUMH3alUsl yiiepbda OT BO3MOXKHON peanuszanuu yrpo3 OezomacHoctu [1/{n
(YBILR).

be3onacHOCTh MEepCOHANBHBIX JAHHBIX JOCTHTAETCA MYTEM HCKIIOYEHUS HECAHKIIMOHUPO-
BaHHOTO, B TOM YHCIIE CIy4allHOT0, OCTYIA K MEePCOHAIbHBIM JJAHHBIM, PE3yJIbTaTOM KOTOPOTO
MOJKET CTaTh YHHUYTOXXCHHUE, H3MEHEHHE, OJIOKUPOBAHHE, KOMTUPOBAHUE, PACTIPOCTPAHEHHUE TIep-
COHAJIbHBIX JIaHHBIX, @ TAK)KE WHBIX HECAHKI[MOHUPOBAHHBIX JCHCTBHIA.

WNudopmanus u cB3aHHBIE C HEH PeCcypChl JODKHBI OBITh JOCTYIHBI JJI1 aBTOPHU30BAHHBIX

OJIBL30BaTENEH. I[OJ'I)KHO OCYHICCTBJIATHCA CBOCBPCMCHHOC 06H3py>KeHI/Ie H p€arupoBaHHUC Ha
VBII/In.

I[OJDKHO OCYHICCTBIIATHCA NPCAOTBPALLICHUEC MMPCAHAMCPCHHBIX WA cnyqaﬁme, YaCTUYHBIX
HJIN ITOJIHBIX HCCAHKIIMOHUPOBAHHBIX MO,Z[I/I(I)I/IKB.I_[I/Iﬁ WJIM YHUYTOXCHUS IICPCOHATIBHBIX JadHHBIX.

CoctaB 00BEKTOB 3alUTHI NpejacTaBieH B [lepeuHe nepcoHanabHBIX JaHHBIX, YKa3aHHOMY B
[Monoxxennn 06 06pabOTKE MEPCOHATBHBIX TaHHBIX.

CocraB UCII/IH, noiexxaniux 3amure, mpeacTaBieH B AKTe 00cae0BaHus TEKYIIEro Co-
CTOSIHUSI TEXHUYECKOM 3aIIUTHI IEPCOHAIBHBIX JTAHHBIX.
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2 Ob6aacThb IelcTBuA

TpeboBanus Hactosimel [loMUTUKN pacIpOCTPAHSAIOTCS Ha BCEX COTPYIHUKOB YUpPEKICHUS
(IUTaTHBIX, BPEMEHHBIX, PA0OTAIOUIMX IO KOHTPAKTY M T.II.), a TAKXKE BCEX MPOYMX JHIL (IIOJ-
PSAAYMKH, ayTUTOPHI U T.I1.).
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3 Cucrema 3ammTe NMEePCOHAIBHBIX JAHHBIX
Cucrema 3amuThl nepcoHanbHbIX AaHHbIX (C3I1/IH), cTpouTcs Ha OCHOBAaHUU:
- AxTa 00ci1en0BaHus TEKYILIETO COCTOSHHS TEXHUUECKOHN 3allUThI IEPCOHANBHBIX TaHHBIX;
- [lepeuns nepcoHaNbHBIX AaHHBIX, TTOAJIEKAIMX 3AIINTE;
- AKTOB KaccuduKanuy HHPOPMALMOHHBIX CUCTEM NEPCOHATIBHBIX JaHHbIX;
- YacTHBIX MofieNell akTyalnbHbIX yrpo3 U BeposiTHoro Hapymutens UCIH;
- [lonoxeHus o pasrpaHUYEHUH NIPAB JOCTYIA K IEPCOHAIBHBIM IaHHBIM;
- PyxoBogsmmx nokymerToB @CTOK u @Ch Poccumn.

Hns  obecniedenuss 3amutel WCII[IH HeoOxomumo coOIOJIEHHE OpraHU3alMOHHO-
TEXHUYECKUX Mep. AJMHHHUCTpalUeil obecrneunBaeTcs 0e30MacHOCTh MEPCOHANBHBIX TaHHBIX B
COOTBETCTBUM C HEOOXOJUMBIM YPOBHEM 3alIMIIEHHOCTH, KOTOpas onucaHa B TeXxHUYecKoM 3a-
JaHuM Ha co3jaHue cucteMbl 3aumThl Juist UCIT[AH. B Yupexnenuu onpeseneHsl akTyaabHbIE
yrpo3bl 6e3onacHocTH [1/1H, KoTOpble onucaHbl B YacTHONW MOJENN aKTyallbHbIX YTPO3 U BEpO-
arHoro Hapywmutens UCIT/IH.

[Tox akTyanbHBIMM yrpo3aMu 0€30MaCHOCTH MEPCOHATIBHBIX JAHHBIX MOHUMAETCsS COBOKYII-
HOCTh YCJIOBUH M (DaKTOpPOB, CO3JAIONIMX AKTYAIbHYIO ONAaCHOCTh HECAaHKIMOHHUPOBAHHOTO, B
TOM YMCJIE CIy4aHOro, AOCTyIa K IMEePCOHAIbHBIM JAAHHBIM IpU UX 00paboTke B MH(pOpMaLu-
OHHOM CUCTEME, PE3yJbTaTOM KOTOPOTO MOTYT CTaTh YHUUTOXXEHHUE, U3MEHEHUE, OJIOKUPOBAHUE,
KOIIMPOBaHUE, IIPEJOCTABIECHUE, PACIIPOCTPAHEHNE NIEPCOHAIBHBIX JAHHBIX, @ TAKXKE WUHBIC HE-
IIPaBOMEPHBIE JEHCTBHUS.

Yrpo3bl 1-ro THNA akTyalbHBI 1715 UTHPOPMAIMOHHON CHCTEMBI, €CIIM ISl HEE B TOM YHUCIIE
aKTyaJbHbl YIpO3bl, CBS3aHHBIE C HAJIWYMEM HEIOKYMEHTHPOBAHHBIX (HEAEKJIapUPOBAaHHBIX)
BO3MO>KHOCTEH B CHCTEMHOM IIPOIPaMMHOM 00€CII€YeHHH, UCII0JIb3YEMOM B MH(OPMALIMOHHON
CUCTEME.

Yrpo3bl 2-T0 TUMA aKTyaJIbHBI 17151 HTHPOPMAIIMOHHON CUCTEMBI, €CIIM ISl HEE B TOM YHUCIIE
aKTyallbHbl YTPO3bI, CBSA3aHHBIE C HAJIMYMEM HEJOKYMEHTHPOBAHHBIX (HEICKIAPUPOBAHHBIX)
BO3MO)KHOCT€I\/'I B HpI/IKJ'Ia)IHOM HpOFpaMMHOM O6€CH€‘ICHI/II/I, I/ICHOJ'II;?.YGMOM B I/IH(l)OpMaIII/IOH-
HOI cucTeMe.

Yrpo3bl 3-T0 TUNA aKTyalbHbBI I MHQOPMAIIMOHHOW CUCTEMBI, €CIH JUIS Hee aKTyalbHbI
yrpo3bl, HE CBA3aHHBIE C HAJTMYUEM HEJIOKYMEHTHPOBAHHBIX (HEIAEKIApUPOBAHHBIX) BO3MOXKHO-
CTel B CHCTEMHOM U MPHUKJIAJHOM MPOTPAMMHOM OOECIEUYEeHUHU, UCTIOb3YeMOM B MH(OpMaIIH-
OHHOM cHucTEME.

Ha ocHOoBaHMM 3THX JOKYMEHTOB OMNpeEeNseTcs HeoOXOTUMBIH ypOBEHb 3alUIEHHOCTU
ITn xaxnoit UCII[An Yupexnenus. Ha ocHoBaHMHM aHanM3a akTyaJdbHBIX yrpo3 0e30macHOCTH
I1/TH, onucanHOro B YacTHOM MOJENH aKTyaJIbHBIX YIpo3 U BepossTHOro Hapymmurens UCIIIxH n
OTueta 0 pe3ynbTaTax NPOBEJICHUS BHYTPEHHEH MpOBEpKe, JeNIaeTcs 3aK/II0oYeHne 0 He0OX01-
MOCTH HCIOJIb30BaHUS TEXHUYECKUX CPEJCTB U OPraHU3alMOHHBIX MEPONpPUITHH 175 obecrie-
yeHus 6e3onacHoctH I1/H. BoiOpanHbie HE0OX0MMbIE MEpOTIPUATHS OTpaxatorcs B [lnane me-
PONPUATHH MO 3aILUTE NEPCOHAIBHBIX JAHHBIX.

Jns xaxnoit UCITJIH omkeH ObITh COCTAaBIEH CIHCOK UCMOB3YEMBIX TEXHUYECKUX CPENICTB
3aIlIUTHI, & TaK € MPOrpaMMHOro oOecreueHus, yJacTByromiero B oopadorke I1JIH, Ha Bcex
anementax UCII/IH:
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- APM nons3oBarenei;
- CepBepa MPUIOKEHHIA;
- CYB/;

- I'panuna JIBC;

- Kananos nepemadn B ceTw 00IIEro mois30BaHUs M (WIM) MEXIyHAPOIHOTO OOMEHa, €ClIU T0
HuM nepenarorcs 11J1H.

B 3aBucumoctu ot ypoBHs 3auuiieHHoctd MCIIAH n aktyansHbIX yrpos, C3IIJIH moxer
BKJIIOYATh CIIEAYIOIINE TEXHUUECKUE CPEJICTBA:

- aHTUBUPYCHBIE CPEACTBA IS Pa0OYUX CTAHIIMKA MTOJIB30BATENIEH U CEPBEPOB;
- CPEJICTBA MEKCETEBOr0 SKPAHUPOBAHUS;

- cpeAcTBa Kpunrorpaduieckoi 3amuTel HHGOpMAIIUK, TIPU TepeJade 3aluiaeMon uH- - Gop-
Malliy 110 KaHajlaM CBSI3H.

Tak ke B CIIUCOK JOJKHBI OBITh BKIIIOUEHBI (DYHKIIMU 3aIIUThI, 00eCIeunBaeMble ITaTHBIMU
cpeactBamu oOpabotku [1/In onepammonnsiMu cuctemamu (OC), npuknagasm 110 u crenu-
QIbHBIMU KOMILJIEKCAMHU, PEANU3YIOIIUMU cpeAcTBa 3auThl. COUCOK (YHKIMN 3aIIUTHI MOXKET
BKJIIOYATh!

YIPaBIEHHUE U pasTpaHHYCHHE AOCTYIIA MOJIb30BaTENEH;
PETHUCTPALIMIO U YUeT AercTBUl ¢ nH(opManneH;

- o0ecrne4nBaTh IEJIOCTHOCTh JAHHBIX;

- IPOM3BOJNTH OOHAPYKEHUI BTOPKEHUIA.

CHHCOK MCIONIB3YEMBIX TEXHUUECKHUX CPEJICTB OTpakaercs B [1naHe MeponpusITHiil 1o 3aiiu-
T€ MEePCOHAIBbHBIX JaHHBIX. CIUCOK HCIOIb3YEMBIX CPEACTB JOJKEH MOJAEPKUBATHCS B AKTY-
aJbHOM COCTOAHMU. [Ipy M3MEHEHUH COCTaBa TEXHUYECKUX CPEACTB 3alIUTHI WM AJIEMEHTOB
WCTI/IH, cooTBETCTBYIONINE U3MEHEHUS JOJDKHBI ObITh BHECEHBI B CIHCOK U YTBEPXKIACHBI JH-
peKTopoM YUpeKICHHS WIH JIMIIOM, OTBETCTBEHHBIM 3a o0OecrieueHnue 3amuthl [1/1H.
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4 TpeooBanus k nogcucremam C3I1/1n

C3I1u BKiTFOYAET B ceOs CASAYIOINE MOACHCTEMBI:

- yOopaBJICHUA JOCTYIIOM, PETUCTPAlUN 1 YUCTa,

- obecrieueHus LEJIOCTHOCTU U NJOCTYITHOCTH,

- aHTHBI/IPYCHOfI 3alllUThI,;

- MCIKCCTCBOI'O 3KpAaHUPOBAHUA,

- aHaJIN3a 3aUIUICHHOCTH;

- oOHapyKeHHS BTOPKEHHIA,

- KpUNTOrpadMuecKOr 3aIIuThI.

[Toncucremsr C3II[AH umeroT pasznuuHblii GyHKIIMOHAN B 3aBUucuMocTH OT kiacca WMCII/H,
onpezaeieHHoro B Akre Kiaccupukanuu WHPOPMAITMOHHBIX CHCTEM TEPCOHAIBHBIX JaHHBIX.
Cnucok cootBerctBus (pyHkuuit moacucrem C3IIJIH kiaccy 3alIMIEHHOCTH TMPEACTABIEH B
[punoxenun Ne 1.

4. 1 HO}ICI/ICTeMBI yYHpaBJjeHusl 10CTYIIOM, PErUCTPpallui U yueTa

[Toncucrema yrpaBiieHUs JOCTYIIOM, PETUCTPAIIMK M ydeTa MpelHa3HauYeHa I pean3alun
CIICYIOIINX (YHKITHI:

- WIGHTU(UKALIMY U TIPOBEPKA MOUIMHHOCTH Cy0bekTOB AocTyna npu Bxoxae B UCIIIH;

- HHeHTH(bHKaHHH TECPMUHAJIOB, Y3JIOB CCTHU, KaHAJIOB CBA3U, BHCIIHUX yCTpOﬁCTB 10 JIOru4de-
CKHM MMCHaM,

- HAeHTH(DUKAIMH TTPOTPaMM, TOMOB, KaTaJIOTOB, (DaiiJIoB, 3aIUCei, TIOJIeH 3amuceii o UMEeHaM;

- perucTpanuy Bxojia (BeIX0/a) CyObEKTOB AOCTYIIA B CUCTEMY (M3 CUCTEMBI), THOO perucTparus
3arpy3Ky ¥ MHUIHAIN3AIMY OTIEPAHIOHHON CHCTEMBI M €€ OCTaHOBA.

- perucTpaiMu MOMBITOK JOCTyIa MPOrpaMMHBIX CPEACTB (IIporpamMm, IpOIECCOB, 3ajad, 3aja-
HU) K 3amuiiaeMeiM (ainam;

- perucTpaIuy MOMBITOK JOCTYIa MPOrPAaMMHBIX CPEACTB K TEPMHUHAJIaM, KaHajdaM CBSI3H, - TIPO-
rpaMMam, ToMaMm, Karajoram, aimam, 3aIucCsM, MOJISIM 3aITUCEH.

[Toncucrema ympaBieHHsS MOCTYIIOM MOXET OBITh pealu30BaHa C TMOMOIIBIO IITATHBIX
cpenct obpadotku [1/]n (onmepammonnsix cucteM, npuioxkennidt 1 CYBJI). Tak xe MoxeT ObITh
BHEJIPEHO CHEIUATbHOE TEXHUUYECKOE CPEJICTBO MIIM UX KOMIUIEKC, OCYIIECTBISAIONINE JIOMOIHH-
TEJTbHBIE MEPHI MO ayTeHTH(UKAIMK U KOHTPOJIt0. Hanmpumep, mpuMeHEHNE €TMHBIX XPaHIIHIIL
YUETHBIX 3alKCel MOIbh30BaTeNe U PerucTpallMOHHONW MH(OpMAINK, HCIIONh30BaHHE OUOMET-
PUYECKHUX M TEXHUUYECKHUX (C TTOMOIIBIO DJIEKTPOHHBIX MPOIMYCKOB) MEp ayTeHTU(DUKAIIUU U JIPY-
THUX.

42 IToacucrema o0ecneyeHust HEJOCTHOCTU U JOCTYITHOCTH

[Toncucrema obecriedeHus] LEIOCTHOCTH M JAOCTYITHOCTH IpeJHa3HayeHa AJisg o0ecreueHus
nenoctHocty U pocrynHoctu [1/1H, nmporpammubix u annapatHsix cpenacts UCIIH Yupexne-
HUS, & TaK YK€ CPEJICTB 3aIIUTHI, IPH CIIYIaHOW UM HAMEPEHHON MouduKaIyuy.
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[Toncucrema peanu3yercs ¢ TOMOIINBIO OPTaHU3AIMK PE3EPBHOTO KOMMMPOBaHMS 00pabaThiBa-
€MbIX JaHHBIX, a TaK )K€ pe3epBUPOBaHUEM KItOUEeBbIX dsieMeHToB MCII/IH.

4.3 MoxcucremMa aHTHBHPYCHOI 3AIIHTHI

[Toncucrema aHTHUBUPYCHOM 3alUTHI MpeaHa3HaueHa i OOeCleYeHUs: aHTUBUPYCHOM 3a-
uuThl cepBepoB 1 APM nonws3zoBateneit UCITIn Yupexaenus.

CpencTBa aHTUBUPYCHOM 3aIUTHI MIPETHA3HAUCHBI JUIS PEATU3AINH CICIYIOMNX (YHKITHI:
- PE3UJICHTHBIN AaHTUBUPYCHBIM MOHUTOPUHT;
- aHTUBUPYCHOE CKaHNUPOBAHHE;
- CKpUNT-0JIOKHPOBAHUE;

- LEHTPAIM30BAHHYIO/YIAJICHHYI0 YCTaHOBKY/ICHHCTAUISUIO aHTUBHUPYCHOTO MPOAYKTa,
HACTPOHKY, aIMUHUCTPUPOBAHUE, IPOCMOTP OTUYETOB M CTATHCTHUECKON HH(OpMannu o padoTte
MIPOAYKTA;

- aBTOMAaTHU3UPOBAHHOEC OOHOBJICHHE aHTHUBUPYCHBIX 0a3;

- OTPaHUYCHHE TPaB MOJIH30BATEISI HA OCTAHOBKY HCIOIHSIEMBIX 3a7a4 U U3MEHEHHS - HACTPOEK
AHTUBUPYCHOTO MPOTPAMMHOTO O0CCIICUCHIS;

- aBTOMAaTUYECKUH 3aIlyCK cpa3y HOCJIE 3arpy3K1 ONEPALIIOHHON CUCTEMBI.

[Toncucrema peanusyercs NyTeM BHEAPEHUS CIENUAIBbHOIO aHTUBUPYCHOTO MPOrPaMMHOTO
obecrieuenus Ha Bce 3neMeHnTh UCII/IH.

44 IMoacucrema MesKCeTEBOI0 IKPaAaHUPOBAHUA

ITogcucrema MeKCETEBOTO DKPAaHMPOBAaHMSA IpPEIHA3HAYECHA JUIA Pealld3allid CIIETYyIOIINX
(hyHKIMIA:

- ¢unbTpauuu OTKpeITOrO M 3ammdpoBaHHOro (3akpeiroro) IP-rpaduka mo cnemyromum napa-
MeTpam;

- (UKcaluy BO BHYTPEHHHX XYypHAIaX WHPOPMAIMH O MPOXOJSIIEM OTKPHITOM H 3aKpbITOM IP-
Tpaduke;

- UACHTU(PUKAINK U ayTCHTU(QHKAIINIO aJIMUHICTPATOPa MEKCETEBOTO IKpaHa MPH €ro - JIOKAITb-
HBIX 3aIpocax Ha JOCTYTI;

- perucTpanuu BxoAa (BbIXoAa) aAMHUHUCTPATOPA MEKCETEBOTO dKpaHa B CHCTEMY (W3 CUCTEMBI)
00 3arpy3KH ¥ WHUITHATN3AIAN CUCTEMBI U €€ TIPOrPaMMHOTO OCTaHOBA;

- KOHTPOJIS [IEIOCTHOCTH CBOEH MPOrpaMMHON 1 MHQOPMAIIMOHHOW YacTH;

- (UIBTpaIMK MAKETOB CIIYKEOHBIX MPOTOKOJIOB, CIYKAIUX VIS JHArHOCTHKH M YIPaBICHUS
paboToii CEeTEeBBIX YCTPOUCTB;

- GUIBTpAlK C YYETOM BXOJHOTO M BBIXOAHOT'O CETEBOro MHTEp(eiica Kak cpeacTBO MPOBEPKU
MOJTMHHOCTH CETEBBIX aJIPECOB;

- pErucCTpanuy 1 y4ucTa 3arpaninBacMbIX CEPBUCOB NPUKIIAJHOI'O YPOBHS;

- 6HOKI/Ip0BaHI/I${ AOCTYyIIa HGI/I,Z[GHTI/I(bI/ILII/IPOBaHHOFO 00BEKTA UIIH CY6’BCKTa, INOJJIMHHOCTB KOTO-
poro npu ayTCHTI/I(bI/IKaLII/II/I HC MOoATBCpANIaChb, MCTOJaAMU, yCTOfI‘-IHBBIMH K ICpCXBaTy,

- KOHTPOJIA 332 CETeBOM aKTMBHOCTHIO TIPUJIOKEHUN U OOHAPYKEHUS CETEBBIX aTakK.
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[Toacucrema peanusyercst BHEAPEHUEM MPOrPAMMHO-AIIAPATHBIX KOMIUIEKCOB MEXCETEBOTO
skpaHupoBanus Ha rpanuie JICB, kiaccom He HUXeE 4.

45 IMoacucTema aHa/IM3a 3aIMIIIEHHOCTH

[Toncucrema aHanmM3a 3aIIUICHHOCTH, JOJDKHA OOCECIICYMBATH BBISIBICHHS YSI3BUMOCTEH,
cBs3aHHBIX ¢ ommOkamu B kKoHburypanuu 110 MCII/IH, koTOphie MOTYT OBITH MCIIOJIB30BaHbBI
HapYILIUTEIEM IS peain3allii aTaKh Ha CUCTEMY.

(DYHKI_II/IOH&]'I HOACHUCTEMBI MOXET OBITH p€ajin3oBaH IMIpOorpaMMHBIMH W IIPOrpaMMHO-
afrapaTHbIMU CPCACTBAMU.

4.6 Moxcucrema 06HAPYKEeHHsI BTOPIKEHHi

[ToxcucTema oOHAPYKEHHSI BTOPKCHHIMA, TOJKHA 00SCIICUNBATh BBISABICHUE CETEBBIX aTaK Ha
anemenTsl MUCII/IH, moakitoueHHBIC K CETSM OOIIEro Moiabh30BaHUS U (MIIM) MEXKIYHAPOTHOTO
oOmeHa.

CDYHKI_[I/IOHB.JI noACHUCTEMBI MOXKCT OBITh pe€ajin30BaH IIPOrpaMMHBIMH H IIPOI'paMMHO-
arrapaTHbIMU CPEACTBAMU.

4.7 Moacuerema KpUNTOrpaduyuecKoii 3aMHTHI

[Toxcucrema kpunrorpaduyecKor 3aIuThl peaHa3HadeHa 1 uckimoderns HCJ k 3amm-
nraemoit uadopmarun B UCIIH Yupexaenus, npu ee nepeaadd Mo KaHajdaMm CBSI3U ceTeld 00-
IIETO M0JIb30BaHMs U (WJIN) MEXTyHapOIHOTO OOMEHa.

[Toncucrema peanusyercs BHEAPEHHEM KpPUOTOrpapUUEcKUX MPOrPaMMHO-AMIAPATHRIX
KOMILJIEKCOB.
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5 Monssosarenn NCIIOn

B UCIIdx YupexaeHuss MOXHO BBIJICIUTH CIEAYIONINE TPYIIIBI MOJIb30BaTeNIel, y4aCcTBYIO-
X B o0pabotke u xpanenuu [1/1H:

- Anmunnctparopa UCI dx;

- Anmunuctparopa 6e3omnacHoctu UCIH;

- Onrepatopa APM;

- AIMHHHCTpaTOpa CETH;

- Texauueckoro crnenuaiicTa no 00cIyKuBaHHuI0 epudepruitHoro 000pya0BaHMS;
- [Iporpammuct-pazpadorunk UCIH.

JlanHble O rpymmax MOJb30BaTeNsAX, YPOBHE HUX JOCTYINa U MHGOPMHUPOBAHHOCTH JOJHKCH
ObITh OTpakeH B [loyio)keHnn 0 pa3rpaHUYeHHUH MPaB A0CTYIA K NEPCOHAIBHBIM JIaHHBIM.

5.1 Aamunucrparop UCIIn

Anmvunuctparop UCIIIH, coTpyaHuK YupexaeHusi, OTBETCTBEHHBIN 3a HACTPOUKY, BHEIpE-
Hue u conpoBoxjeHue UCII/IH, obecrieunBaeT (yHKIMOHUPOBAHUE OJCUCTEMBI YIPaBICHUS
nocrynoM MCII/IH 1 ynmoaHOMOYEH OCYIIECTBIATh IPEJOCTABICHUE U Pa3sTpaHUYEHUE 10CTyIa
KOHE4HOro nojs3oBareins (Oneparopa APM) k asieMeHTaM, XpaHsIUM IE€pCOHAJIbHBIE JAHHBIE.

Anmvunuctparop UCIIdx obnagaeT cieayronmm ypoBHEM JOCTYIIA U 3HAHUM:

- 06J'I8.,HaeT IIOJTHOU HH(I)OpMaLIHefI O CUCTEMHOM U MNPUKIIAAHOM HIPOrpaMMHOM 06€CHC‘ICHI/IH
WCTITx;

- o0agaet nonHOM MH(popMaIMel 0 TEXHUIECKUX cpeacTBax u koHpurypammu UCIT1H;
MMeEET JI0CTYT KO BCEM TEXHHYECKUM cpelcTBaM 00paboTku nHpopmaruu u nauaeiM UCIT/IH;

- o0Oyajgaer mnpaBaMu KOH(DUIYPUPOBaHHS M aJIMUHUCTPATHMBHONW HACTPOMKH TEXHHUUYCCKHUX
cpeacts UCIIH.

5.2 Apmunncrparop 6e3onacnocrn UCI I

Anmunuctpatop 6Oe3omacHoctu MCIIH, coTpynHuk VYupexaeHHs, OTBETCTBEHHBIH 3a
¢ynkunonuposanue C3I1/[H, BkItOYas oOCayKHBaHUE U HACTPOMKY aJMHUHHCTPATUBHOM, cep-
BEPHOM M KJIMEHTCKON KOMITOHEHT.

Anmunuctpatop 6e3omnacuHoctu UCII/IH obnamaer cieayomuM ypoBHEM IOCTYIIA U 3HAHUI:
- o6nanmaer npaBamu Anmuauctpatopa UCI/IH;
- obmagaet nonHoi uudopmanmen 06 UCIAH;

- UMEeT JOCTYIl K CPEJICTBaM 3allUThl HHPOPMAIMH ¥ MTPOTOKOJIUPOBAHMS U K YaCTH KITFOUEBBIX
anementoB MCII/IH;

- HE MMeEET IpaB JIOCTyNa K KOHQUTYPUPOBAHHUIO TEXHUYECKUX CPEICTB CETH 3a MCKIIOUECHUEM
KOHTPOJIBHBIX (MHCTIEKIIMOHHBIX ).

Anmunuctpatop 6e3onacHoctu UCIIJIH ynonHomoueH:
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- peann3oBBIBaTh MOJUTHKY Oe3omacHOcTH B yacTH HacTporku CK3M, MexceTeBbIX SKpaHOB H
CUCTeM OOHapy>KeHHs aTaK, B COOTBETCTBUU C KOTOPBIMHU Moib30oBaTenb (Onepatop APM) mouy-
94aeT BO3MOXKHOCTh paborath ¢ anementamu MCII/H;

- OCYIIECTBIISTh AYAUT CPEICTB 3aIIUTHL;

- yCTaHaBJIMBAThH JIOBEPHUTEIHHBIE OTHOIICHUS CBOSH 3aIIUIIEHHON ceTH ¢ ceTsimu Apyrux Opra-
HU3aIHi.

5.3 Onepatop APM

Onepatop APM, cotpyanuk YupexaeHus, ocymecTBisromui oopadborky I1/1n. O6pabdoTka
[111 BKITIOUaeT: BO3MOXKHOCTH npocMmotpa [1/IH, pyunoii BBox [11n B cuctemy UCII/IH, dop-
MHPOBAHUE CIPABOK W OTYETOB IO mHPopManuu, noaydeHrHon uz UCII[x. OnepaTop HE nMeeT
MOJTHOMOYHH JIJIsl yIIpaBlieHUs oicucTeMamu 00padboTku qaHabix U C3I1/]H.

Omneparop UCII/IH o06namaeT cleayromuM yPOBHEM IOCTYIIA ¥ 3HAHWIA:

- obmazaeT BceMH HEOOXOAWMBIME aTpuOyTaMu (Hampumep, maposieM), 00ecIieYnBaroIMH J10-
CTYyIl K HEKOTOpOMY ITOAMHOXeECTBY I1/[H;

- pacnojiaract KOH(I)I/IZ[GHL[I/IEU'ILHBIMI/I JaHHBIMH, K KOTOPBIM UMECT JOCTYII.

5.4 Aamunucrparop cern

AJIMUHHCTPATOpP CETH, COTPYAHUK YUpPEXKAECHUS, OTBETCTBEHHBIN 3a (YHKLIHOHUPOBAHUE Te-
JaeKoMMyHuKannoHHoH nojacuctemsl UCIIJIH. AaMuUHHCTpATOp CETH HE UMEET MTOJIHOMOYUM s
yIpaBJIeHUs MOACUCTEMAaMU 00paOOTKHU JaHHBIX U O€30IMaCHOCTH.

AJIMUHHUCTPATOpP CETH 00Ja/1aeT CIEYIOUUM YPOBHEM JJOCTYIA U 3HAHUI:

- o0JiajiaeT 4acThio MHGOPMAIMK O CUCTEMHOM U MPUKJIATHOM IporpaMMHOM obecnieuernu MC-
[1]1H;

- o0yaziaeT 9acThio MHPOPMAIMK O TEXHHUECKHX cpefcTBax U kKoHdurypanuu UCI/IH;

uMeeT (PU3MYSCKUN JIOCTYN K TEXHUYECKHM CPEICTBAM 00pabOTKH MH(OpPMAIMK M CPelICTBaM
3aIUTHI;

- 3HACT, 110 MEHBIIICH MEpPE, OJIHO JICTAJIbHOC UM JOCTYIIA.

5.5 Texumueckuii crenquaIncT MO 0GCTY:KHBAHUIO MePHPEPHITHOTo 060PYI0BAHHS

TexHu4ecKkuil cenuaIicT no 00CIyKMBaHUIO, COTPYIHUK YUpPEeKIEHHs, OCYLIECTBIsAET 00-
CIIy’)KMBaHHE U HacTpoiiky nepudepuiitnoro odopynosanus MCIIAn. Texuuueckui cnenuanucT
1o oOCIIy>)KUBaHHUIO HEe UMeeT jfoctyna K I1JIH, He uMeeT MOoJIHOMOYMI ATl yIpaBiIeHHs MOJCH-
cTeMaMu 00pabOTKHM JaHHBIX U O€30MTaCHOCTH.

TexHUYEeCKHUH CHEeNUaIiCT Mo OOCTY>KUBAHHUIO 00JIaaeT CIEAYIONIMM YPOBHEM J0CTyNa M
3HAHW:

- o0Jiajjaet 4acThio MHGOPMAIMK O CHCTEMHOM U MPUKIJIATHOM IporpaMMHOM obecriedernu MC-
T1]1H;

- o0yagaet 4acThio MHPOPMALIMK O TEXHHUYECKUX cpencTBax U kKoHpurypamuu UCIIH;

3HAacCT, 110 MEHBIIICH MEPE, OJJHO JIETAJIBHOC UM JOCTYIIA.
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5.6 Mporpammucr-pazpadorunk UCI I

[TporpammucThI-pa3paboTurky (OCTABIIMKK) MPUKIAAHOTO MPOrpaMMHOTO obecredeHusi, odecre-
YHMBAIOLIME €ro CONMPOBOXKICHHUE Ha 3alluinaeMoM oObekTe. K JaHHON Tpymnre MOryT OTHOCHUTBCS Kak
COTPYAHUKHU YUPEKICHUS, TAK U COTPYAHUKHA CTOPOHHUX OpraHU3aLui.

du3uvecKoe U0 3TOW KaTerOpuu:
- obmagaet nadopManueit 06 anroputMax u nporpammax oopadotku napopmanuu Ha UCIIIH;

- o0jamaeT BO3MOXKHOCTSIMH BHECEHHs OINMMOOK, HEeIEKIApHPOBAHHBIX BO3MOXKHOCTEH, Mpo-
TPaMMHBIX 3aKJIaJI0K, BPEJIOHOCHBIX ITporpamm B niporpammuoe obecneuenue UCII/IH Ha cTaaun
ee pa3paboTKu, BHEIPECHUS U CONIPOBOKICHHUS,

- MOXKET pacrioiarats To0sMu (pparmenTamu nHDopMarmu o tonojorun MCII[H 1 TexHumde-
CKHX cpeicTBax 00paboTku u 3amuThl [1/1H, oOpabdaTeiBaembix B MCII/IH.
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6 TpeboBanus K nepcoHasny mo odecnevyeHuro 3ammthbl [11H

Bce corpymnuku Yupexaenus, siBisomuecs mnonb3zoBarensiMu MCIIJIH, mOmKHBI 4eTKO
3HATh U CTPOTO BBIMOJHATH YCTAHOBJICHHBIE MPaBUJa U 00SA3aHHOCTH MO JIOCTYNY K 3allullae-
MBIM 00BEKTaM M COOIIOICHUIO PUHATOTO pexkuMa Oezonacnoctu [1/1H.

[Ipu BCcTynieHUH B JOJKHOCTh HOBOTO COTPYIHHMKA HEMOCPEICTBEHHBIM HAYAJIBHUK MTOpa3-
JIeJICHUS, B KOTOPOE OH IOCTYIIaeT, 00s3aH OPTaHM30BaTh €r0 O3HAKOMJICHHE C JOJKHOCTHOM
WHCTPYKIIMEH U HEOOXOAMMBIMU JOKYMEHTAMH, PErIAMEHTUPYIOIIUMHI TPEOOBAHUS 10 3aITUTE
[1/11, a Takxe oOydyeHHE HaBBIKaM BBITIOJHEHHMS MPOIENyp, HEOOXOAMMBIX JIJIsi CAHKIIMOHUPO-
BaHHOTO Hcnoib3oBanus UCIIx.

CoTpyIHUK JOKEH ObITh O3HAKOMIIEH CO CBEJACHUsAMH HacTosien [loauTuku, NpuHSATHIX
npouenyp padotsl ¢ anementamu UCIT/In u C3I1/]H.

CoTpymHUKH YUpEeXKICHUS, HCIOJIB3YIONME TEXHUYCCKUE CpPEJCTBA ayTCHTU(UKAIIWH,
JOJKHBI 00ECTeunBaTh COXPAHHOCTh MACHTU(PUKATOPOB (PMEKTPOHHBIX KIIOYEH) M HE JIOMmyc-
katb HCJ] x HUM, a Tak K€ BO3MOXXHOCTh MX YT€PU WJIU HCIOJb30BAaHUS TPETbUMH JIUIIAMH.
[Tonb30BaTeny HECYT MEPCOHATBHYIO OTBETCTBEHHOCTh 32 COXPAHHOCTh UIECHTH(PUKATOPOB.

CoTpynHUKH YUpexIeHHs JODKHBI CII€0BAaTh YCTAHOBJIEHHBIM MpOLEAypaM MO AEPKaHUsS
pexxuma 6e3onacuoctu [1/[H npu BbIOOpe M MCHOIB30BAHUM MApPOJIEH (€CIM HE HMCIOIB3YIOTCS
TEXHUYECKHUE CPEACTBA ayTeHTU(UKALIUN).

CotpyaHuku YupexaeHusl TOJKHBl 00eCreurnBaTh HAAJEXKAIYI0 3alluTy 000pyAOBaHUS,
oCTaBiIsIeMOro 0e3 MPUCMOTpPa, OCOOCHHO B TEX CIyYasx, KOTJa B IMOMEIICHHE MMEIOT JOCTYIl
IIOCTOPOHHUE JHIa. Bce monb3oBareny AODKHBI 3HATh TpeOoBaHuUs 1o Oe3omacHoctd [1/H n
MPOLIENYPHI 3aITUTHI 000PYI0BAHNUS, OCTABICHHOTO 0€3 MPUCMOTpPA, a TAKKE CBOM 00SI3aHHOCTH
10 00ECTIEYCHHIO TAKOM 3aIUTHI.

CoTpyaHHKaM 3alpeniaeTcsl yCTaHaBIMBATh TIOCTOPOHHEE MPOrpaMMHOE oOecIieueHue, o/I-
KITI0YaTh JIMYHBbIE MOOMIIbHBIC YCTPOWCTBA U HOCUTETH MH(OpPMAIINH, a TaK e 3almiChiBaTh Ha
HUX 3alUIIaeMyr0 HHHOPMAIIHIO.

CoTpyaHuKaM 3ampelaercs pasriamaTh 3alldiiaeMylo HHPOpMaIUio, KoTopas craja UM
U3BeCTHA IpH paboTe ¢ NHHOPMALIMOHHBIMU CUCTEMaMU Y UPEKACHHUSI, TPETHUM JIUIIaM.

ITpu pabote c I1/In B UCII[IH coTpynHuku YupexaeHus o0si3aHbl 00€CIIeYUTh OTCYTCTBUE
BO3MO>KHOCTH npocMmoTpa IT/IH TpeTbumu munamu ¢ MOHUTOpoB APM nnu TepMuHaos.

[Tpu 3aBepmienuu padotsl ¢ UCII/IH coTpyaHuku o0s3aHbl 3auTUTs APM M TepMuHabl
C MOMOIIBIO0 OJIOKUPOBKH KIIFOYOM WJIM 3KBUBAJIEHTHOT'O CPEACTBA KOHTPOJISI, HAPUMEp, AOCTY-
IIOM TI0 ITApOJII0, €CIIH HE MCIIOJIB3YIOTCA 00Jiee CHIIbHBIE CPECTBA 3aIIUTHI.

CoTpynHUKH YUpexJIeHHs TOJDKHbBI ObITh MPOUH(OPMHUPOBAHBI 00 yrpo3ax HapylIeHUs pe-
xuma 6e3omnacHocty [1J[H 1 OTBETCTBEHHOCTH 3a ero HapyuieHne. OHU JOJKHBI OBITh O3HAKOM-
JIeHBI C YTBEpKJIEHHOH (popManbHOI mpoleypoi HaJOXKeHUs TUCHUILTMHAPHBIX B3bICKAaHUN Ha
COTPYIHUKOB, KoTOopble Hapymuiu [lomuTuky mHpopMannoHHONW 0€30MacHOCTH M MPOLEAYPbI
oe3onacHocTH [1]1H.

CotpynHuku o0s3aHbI 6€3 TIpoMeJIeHUsT coo0IaTh 000 BcexX HAOMIOAAEMBIX WJIU TI0JI03pH-
TenbHBIX cinydasx pabotsl UCII/IH, Morynmx nmosieds 3a coboil yrpo3sl 6e3omacHoctu [1/1H, a
TaK)X€ O BBISIBJIEHHBIX UMM COOBITUSIX, 3aTparuBaromux oe3omacHocTh [1JIH, pykoBOJACTBY MOI-
pasaciIiCHUA U JIMIY, OTBCHYAIOIICMY 3a HEMCIJICHHOC pCarupOBaHUC Ha YI'PO3bI 6€3OH8.CHOCTI/I
I1]1H.
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7 JomxkHocTHBIE 00s13aHHOCTH NoJib3oBaTeneil MCILn
JomxHoctHbIE 00s13aHHOCTH TTonb30Baresneit CII/IH onrcanbl B CIEAYIOMNX TOKYMEHTAX:
- Unctpyxius ammuaunctpatopa UCI/IH;
- Unctpykius anmuauctpaTtopa 6ezonacaocta UCI/IH;
- UncTpyxkuus nons3osarens MCITH.

OtBetcTBeHHOCTH cOTpynHUKOB MCII/IH YupexaeHus.

B cootBerctBuM co ct1. 24 denepanbHoro 3akoHa Poccuiickoit ®enepanun ot 27 urons 2006
r. Ne 152-®3 «O nepcoHalbHBIX JaHHBIX)» JIMIAa, BAHOBHBIC B HAPYIIEHUU TPEOOBAaHUH TAaHHOTO
®enepalibHOTO 3aKOHA, HECYT IPAKIAHCKYI0, YIOJOBHYIO, aJIMUHUCTPATUBHYIO, AUCLMILIMHAD-
HYI0 M HHYIO MPEIyCMOTPEHHYIO 3aKOHOJaTelbcTBOM Poccuiickoir denepaliii OTBETCTBEH-
HOCTb.

JeiicTBymomee 3aKOHOAATENbCTBO PD 1mo3BoIIsieT mMpenbsBisTh TpeOOBaHUS 1O obecreue-
HUIO0 0€30MMacHO paboThI ¢ 3amuInaeMoi nHpopMamnue U mpeaycMaTpUBacT OTBETCTBEHHOCTh
3a HapylIeHHE YCTAaHOBIICHHBIX MPaBWII dKcIuTyatauuu DBM u cuctem, HelmpaBOMEpHBINA JOCTYI
K MH(OPMALIUU, €CITA AT JACHCTBHS MPUBEIH K YHUYTOXKCHUIO, OJIOKUPOBAHUIO, MOTH(DHKAIIH
uH(pOpMallMK WK HapylIeHuto pabotel DBM unu cereii (cratbu 272,273 u 274 YK PO).

Anmunuctparop UCIIAn u agmunuctpatop 6e3omacnoctr UCII/IH HecyT OTBETCTBEHHOCTD
3a BCE JEHCTBUS, COBEPIICHHBIE OT UMEHHU UX YYETHBIX 3aIMCEN WJIM CUCTEMHBIX YUETHBIX 3aIH-
ceil, ecu He Joka3aH (akT HECAaHKIIMOHUPOBAHHOTO UCIIOJIB30BAHUS YUYETHBIX 3aIHCEH.

ITpu HapymeHusx coTpyaHuKamMu YupexnaeHus — noas3zoBareneid MCII/IH npaBui, cBa3aH-
HbIX ¢ Oe3omacHoCThIO [1/]H, OHM HECYT OTBETCTBEHHOCTH, YCTAHOBJIECHHYIO JIEHCTBYIOIIUM 3a-
KOHozarenbcTBOM Poccuiickoit depepanuu.

[IpuBeneHHble Bbllle TPeOOBaHUS HOPMATUBHBIX JOKYMEHTOB M0 3alluTe HH(Opmanuu
JIOJDKHBI OBITh OTpakeHbl B [100KEHUAX O MOApa3/ieNieHUus X YUpexIeHHs], OCYIIECTBISIOIUX
o0pabotky [1/1n B UCII/IH 1 1OMKHOCTHBIX MHCTPYKIUSIX COTPYIHUKOB Y UPEXKACHUU.

Heob6xonumo BHecTu B [1ooxkeHus o moapa3aeneHusix Y UpexeHus, OCyIIeCTBISIOMMNX 00-
pabotky I1/In B UCII/IH cBenenus o0 OTBETCTBEHHOCTH MX PYKOBOAUTENEH M COTPYJHHKOB 32
pasriameHne U HeCaHKIMOHUPOBaHHYIO0 Moaupukanuio (Mckaxenue, ganbcudukanuio) I1/1H, a
TaKXe 32 HeMPaBOMEPHOE BMELIATEIbCTBO B MIPOLIECCHI UX aBTOMATU3UPOBaHHONW 00pabOTKH.
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8 Cmcok HCMoJIb30BAHHBIX HCTOUHHKOB

OCHOBHBIMH HOPMAaTUBHO-NIPABOBBIMU U MCTOAWYCCKUMHU NJOKYMCHTAMH, HAa KOTOPBIX 0a3u-
PYETCA HACTOALICC IlonosxeHue SIBAAIOTCA:

1 ®enepanbubiii 3akoH ot 27.07.2006 1. No 152-D3 «O mepcoHaNbHBIX NaHHBIX» (anee —
@3 «O mepcOHANBHBIX JTaHHBIX»), YCTAHABIMBAIOIINNA OCHOBHBIC MPUHITUIIBI M YCIOBUS 00pa-
6otku [1/]H, npaBa, 003aHHOCTH U OTBETCTBEHHOCTh YYaCTHHUKOB OTHOIIEHHH, CBSI3aHHBIX C 00-
pabotkoit I1J1H.

2 TlocranoBnenue [IpaBurenscTBa Poccuiickoit deneparuu ot 1Hos0ps 2012 1. Ne 1119 «O6
YTBEPXKJACHUH TPEOOBAHMIA K 3aIIUTE MEPCOHATBHBIX JAHHBIX MPH WX 00paboTke B HHQOpMAIIH-
OHHBIX CHCTEMaX MEePCOHANbHBIX TAHHBIX».

3 «llonmoxxenue 06 0COOEHHOCTIX 00PAOOTKH MEPCOHATBHBIX JAHHBIX, OCYIIECTBIIEMON 0e3
HCIIOJIb30BaHUs CPEJCTB aBTOMAaTU3alUNy, yTBepKaeHHoe [loctanosnenuem IlpaBurensctBa PO
o1 15.09.2008 r. Ne 687.

4 (TpeboBaHMs K MaT€pUAIBHBIM HOCHUTEISIM OMOMETPUUYECKUX MEPCOHAIBHBIX NaHHBIX U
TEXHOJIOTHSIM XPAHCHHUS TaKWX JaHHBIX BHE HMH(DOPMAIMOHHBIX CHCTEM IEPCOHAIBHBIX IaH-
HbIX», yTBepxkAeHHbIe [locTanoBnenueM [IpaBurensctea PO ot 06.07.2008 r. Ne 512.

5 HopmaruBHO-MeToANuecKrE JOKYMEHThl DeiepanbHON CIIyKObl 10 TEXHUYECKOMY U JKC-
nepTHoMy KoHTpodto Poccuiickoit @enepanuu (nanee - ®CTIK Poccun) no obecnieuenuto 6e3-
omacHoctH [1/]a pu ux obpadorke B UCTI/IH:

6 PexomeHgauu no odecredeHnto 6€30MacHOCTH MEPCOHATBHBIX JAHHBIX MIPHU UX 00paboTKe
B MH(POPMALMOHHBIX CHCTEMaX MEPCOHAIBHBIX NaHHBIX, yTB. 3aM. aupekropa PCTIK Poccun
15.02.08 r.

7 OCHOBHBIE MEpOIPUATHUS 10 OPraHU3ALUN U TEXHUYECKOMY 00€CIeUeHUI0 0€30MacHOCTH
MEPCOHANBHBIX JaHHBIX, 00pabaThIBaeMbIX B WH(OPMAIMOHHBIX CHCTEMaX MEePCOHAIbHBIX JIaH-
HBIX, YTB. 3aM. nupekropa @PCTIK Poccun 15.02.08 r. (ACII)

8 bazoBas mMonenb yrpo3 0e30MacHOCTH MEPCOHANBHBIX MAaHHBIX MPU MX 00paboTke B WH-
(OpMaIMOHHBIX CUCTEMAX IEPCOHAJIBHBIX AAaHHBIX, YTB. 3aM. nupektopa PCTIK Poccum
15.02.08 r.

9 Metoauka onpeeNeHus aKTyallbHBIX yIpo3 0€30MaCHOCTH MEePCOHATBHBIX TaHHBIX TPH UX
o0paboTke B WH(MOPMALMOHHBIX CHUCTEMaX IEPCOHAJIBHBIX MaHHBIX, YTB. 3aM. JIUPEKTOpa
OCTIK Poccum 15.02.08 r.
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Hpuiaoxenue 1

Ne [Tnan - nepeyeHb TEXHUYECKUX MEpOonpusaTHii o obecneuennn 6e3onacHocta UCIT/] K3 K2 K1

| B noxcucreme ynpasieHHs JOCTYIIOM:
PeanuzoBaTh naeHTH(UKALMIO U IPOBEPKY MOAIUHHOCTH CyOBEKTOB 10CTYyIA IIPU

1 Bxojie B onepanmonnyto cuctemy MCII/{x mo maposro ycnoBHO-TIOCTOSIHHOTO JIei- + + +
CTBHUSI, JVIMHON HEe MeHee 1eCTH OyKBEHHO-IIM(POBBIX CUMBOJIOB;
PeanuzoBaTh naeHTH(UKALMIO TEPMUHAIOB, TEXHUYECKUX cpeacTB o0paboTku I1/1H,

2 y310B UCIIJIH, KoMIIbIOTEPOB, KaHAIOB CBsA3H, BHEIIHUX ycTpoiictB UCII/IH o ux - + +
JIOTMYECKUM HMEHaM (aJpecam, HoMepam);

3 PeanuzoBath neHTU(UKALMIO IPOTPaMM, TOMOB, KaTajoros, (aiiios, 3anucei, mno- i + +
JICH 3aImmcei 110 MMEHaM;

4 PeanuzoBaTh KOHTPOJIb AOCTYIA CYOBEKTOB K 3aIIMILAEMbIM PECYPCAM B COOTBET- + +
CTBHUHU C MaTpHULEHN JOCTYyIa;
npu Hanmmuuu noakmoueHuss UCIIIH k ceTsim 0011ero nojib30BaHMs JOJKHO TPUMe- He nmxe 5-ro He nmxe 4-ro He nmxe 3-ro

5 HATHCSI MEXKCETEBOE SKPAHUPOBAHHUE. YPOBHS 3alllu- YPOBHSI 3allU- YPOBHSI 3allIU-

M ECHHOCTHU MICHHOCTHU MICHHOCTHU

Jlns obecnieyenus 6e3onacHoro MexcereBoro B3aumoaeictsust B UCIIAn s pas- He nmxe 5-ro | He nuxe 4-ro | He Huxe 3-ro

6 HBIX KJIaCCOB HEOOXOUMO HCIOJB30BaTh MO YPOBHS YPOBHS YpOBHS

3aIIMILEHHOCTY | 3AIIMILEHHOCTH | 3aIMILEHHOCTH

CpeAcTBo 3alIuThl OT MPOrpaMMHO MaTeMaTuieckux BosaeicTeuii (IIMB):
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Peanu3oBaTh HIeHTU(UKALNUIO U ayTEHTU(UKAINIO CYOBEKTOB JOCTYIIA ITPH BXOJC B
CPEJICTBO 3aIlUTHI OT MPOTPAMMHO MaTeMaTndeckux Bo3aeicteuil (IIMB) u nepen
BBITIOJTHEHHEM UMU JTFOOBIX OTIepaIliii TI0 yIPaBICHUIO (PYHKIMSIME CPEICTBA 3aIlH-
T 0T [IMB 1o naposnto (Wiau ¢ uCroib30BaHuEM MHOTO MEXaHu3Ma ayTeHTH(HKa-
[IMU) YCIOBHO-TIOCTOSIHHOTO JIEHCTBUS JITTMHOW HE MEHEE 1IeCTH OYKBEHHO-
U(POBBIX CHMBOJIOB;

Ocy1iecTBIATh KOHTPOJIb JIIOOBIX JEHCTBUI CyOBEKTOB JOCTYIA 10 YIPABICHUIO
bynkuusamMu cpenctsa 3amuThl oT [IIMB TonbKO mocne npoBeeHNs ero yCuenHon
ayTeHTU(UKaLNY;

HpeHYCMOTpeTB MCXaHHU3MBI 6J'IOKI/IpOBaHI/I$I AO0CTYIIa K CPEACTBAM 3alIUTHBI OT I1IMB
IIPU BBITOJHCHHH YCTAHABJIMBACMOI'0 YKUCJIa HCYJAaUYHbIX ITOIIBITOK BBOAA ITAPOJIAd;

Heob6xonmuMo mpoBoiuTh HaeHTU(GUKALNIO (DAiIOB, KATaJIOrOB, MPOTPAMMHBIX MO-
JlyJiel, BHEIIHUX YCTPOMCTB, UCIOJIb3YEMbIX CPeJICTB 3auThl oT [IMB;

B noacucreme perucrpanuu u ydera:

OcymiecTBIATh PErucTpalnio BXoJa (BbIXo/1a) CyObeKTa JOCTyla B CUCTEMY (U3 CH-
CTEMBI), TUOO PETUCTPALIMIO 3arpy3Ku U MHULIMAIU3AUU ONEPALIMOHHONW CUCTEMBI 1
€e IIPOrpaMMHOr0 OCTaHOBA. Perucrpanus BbIX01a U3 CUCTEMBI WM OCTaHOBA HE
IIPOBOAMTCA B MOMEHTHI annapaTypHoro oTkiatouenust UCIIJIH. B napamerpax peru-
CTpallM yKa3bIBaIOTCS J1aTa U BpeMs BXoJia (BbIX0J1a) CyObEKTa JOCTYIa B CUCTEMY
(M3 cucTeMbl) WM 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[TpoBoAMTH yueT Bcex 3alllMiIaeMblX HOCUTENEH NH(POPMAIIUH C TIOMOIIBIO UX JIF000M
MapKUPOBKH U C 3aHECEHHEM YUYETHBIX JAHHBIX B )KypHAJ (YUETHYIO KapTOUKY);

MonntruKa nHpopmaumoHHoM 6esonacHocTu. CTpaHuua 24 13 32




[TpoBOIUTH pETUCTPAIMIO BX0/1a/BbIX04a CYOBEKTOB JOCTYIA B CPEJICTBO 3ALIUTHI OT
[IMB, peructpanuto 3arpy3ku 1 MHULUATU3AIIH 3TOTO CPEACTBA U €€ MPOTPaMMHO-
ro ocTaHoBa. B mapaMeTrpax perucTpaun yKa3plBaeTCs BpeMs U JjaTa BXOa/BbIX0a
cyOBeKTa I0CTyMa B CpelcTBO 3amuThl oT [IMB unu 3arpy3ku/octaHoBa 3TOro cpea-
CTBa, a TAK)Ke MUJICHTU(UKATOpP CYOBEKTa TOCTYIA, MHULIUHUPOBABIIETO JaHHBIC ICH-
CTBUS;

[IpoBoIUTH perucTpanuio coObITHI poBepkH 1 oOHapyxeHus [IMB. B nmapamerpax
pEeruCTpalyy yKa3bIBAIOTCS BpeMs U JaTa MpoBepku wim ooHapyxenus [IMB, unen-
Tu(dUKaTop cyObeKTa AOCTyIa, MHUIIMHPOBABIIETO JaHHBIC ACHCTBUS, XapaKTep BbI-
MOJTHSEMBIX ACUCTBHH MO MPOBEPKE, THIT 0OHAPYKEHHOW BPEJOHOCHOM MPOrpaMMBbI

(BII), pe3ynpTaT neicTBUi CpeacTBa 3alIUTHI 110 61okupoBanuio [IMB;

[IpoBOIUTH pEruCTpalMiO COOBITHI MO BHEAPEHHUIO B CpeICTBO 3amuThl oT [IMB ma-
KETOB OOHOBJICHWH. B mapameTpax perucrpanuu yka3blBarOTCs BpeMs U J1aTa OOHOB-
JICHUs], UJSHTU(PHUKATOP CYObEKTa IOCTYIa, MHUIIMMPOBABILIETO JAHHOE JIeCTBUE
BEpCHS U KOHTPOJIbHASI CyMMa TaKeTa OOHOBJICHUS;

[TpoBoANTH perucTparuio COOBITHIH 3aIyCcKa/3aBepIIeHUs PaOOThI MOTyJIeH CpeICTBa
3amuTel oT [IMB. B nmapamerpax perucrpanuu yKkasblBatoTCsS BpEMS U JlaTa 3aIlyc-
Ka/3aBeplIeHus: paboThl, UASHTU(PUKATOP MO, UACHTU(DUKATOP CyOBEKTa JOCTY-
na, MHUIIMMPOBABLIETO JaHHOE JeHCTBUE, pe3yIbTaT 3alycKa/3aBeplieHus paboThl;

JIOJKHA MPOBOAMTHCS PErUCTpaLiusl COOBITHI yIpaBlieHUs CyOBEKTOM JI0CTYyMa
¢byHkMsAME cpeacTBa 3amuTel oT [IIMB. B nmapamerpax perucrpanuu ykazblBatoTCs
BpeMs U JlaTa COOBITUS YITPaBIEHUs KaXKA0H QYHKIIUEH, HASHTHPUKATOP U CIIeIH-
¢ukanuusa GyHKIUU, UIEHTUPUKATOP CyOBEKTa TOCTYIA, MHUIIMMPOBABIIIETO JaHHOE
JIEHCTBHE, PE3YNILTAT IECUCTBHUS;

[TpoBOaUTH perucTpaiuio cOOBITUI MONBITOK JOCTYIA MPOrPAMMHBIX CPEJICTB K MO-
IyJIM cpeacTna 3amuTel oT [IMB nnm cienmanbabM 10oBymkaMm. B mapamerpax pe-
THCTPALlMU YKa3bIBAIOTCS BPEMsI U JaTa MONBITKU JA0CTYINA, UASHTU(PHUKATOP MOTYJIS,
uaeHTuUKaTop U crenuduKanms Moayis cpenctsa 3aumTsl or [IMB (cnenupansHoi

+ + +
+ + +
+ + +
+ + +
+ + +
+ + +
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JIOBYLIKH), PE3YJIbTAT MOMBITKU 10CTYIIA;

[TpoBOIUTH perucTpanuio coObITUI OTKaTa I cpeacTsa 3ammThl oT [IMB. B mapa-
MeTpax PEerucTpalyy yKa3blBalOTCs BpeMsl U AaTa COOBITHS OTKaTa, CrielupUKaIusl
JeMCTBUH OTKaTa, HACHTU(PHUKATOP CyObEeKTa JOCTyIa, MHUIIMUPOBABIIETO JAHHOE
JICUCTBUE, PE3YIbTAT ICUCTBUSI;

10

ObecneunTs 3aIUTy JAHHBIX PETUCTPALMU OT UX YHUUTOKEHHS UM MOAUDUKALUU
HapyLIUTETIEM;

11

Peanu3oBarh MEXaHU3MbI COXPAHEHUS JAHHBIX PETUCTPALIUMU B CIIy4ac COKPALLECHUs
OTBEJECHHBIX I10J] HUX PECYPCOB;

12

PeanuzoBaTh MeEXaHU3MBI IPOCMOTPA U aHAJIW3A JAHHBIX PETUCTPALMU U UX (PHIIb-
TpaLUU 110 33laHHOMY Habopy MapaMeTpoB;

13

[TpoBOIUTH aBTOMAaTHYECKUI HETTPEPBIBHBII MOHUTOPHHT COOBITHI, KOTOPhIE MOT'YT
ABIATHCA puunHON peanusauuu [IMB (co3nanue, pegakTupoBaHue, 3aMCh, KOMITH-
JSMsE 00BEKTOB, KOTOpPbIE MOTYT cozepkath BIT).

14

Peann3oBaTh MeXxaHN3M aBTOMAaTUYECKOTO aHATN3a JaHHBIX PETHCTPAIMH IO MadIIo-
HaM TUTIOBBIX nposiBieHui [IMB ¢ aBTomMatnueckum ux OJOKUPOBAHUEM U YBEIOM-
JICHHEeM aIMUHUCTpaTopa 0e30MacHOCTH;

15

[TpoBOIUTH HECKOJIBKO BUJIOB yueTa (AyOIMpYIOIINX) ¢ perucTpanuei Bpiiaun (pu-
ema) HocuTelnel HHpopMaIuy;

16

OcCyIIecTBIATh PETUCTPAIHIO BXOA (BBIX0/a) CYOBEKTOB IOCTYIA B CUCTEMY (U3 CH-
CTEMBI), TUO0 PETUCTpaIns 3arPy3KH U HHUITHATH3AIIAN OTIEPAIIMOHHON CUCTEMBI.
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17

OcCymiecTBIATh PETUCTPALMIO BBIIaYH MEYaTHBIX (Tpa@uecKux) JOKyMEHTOB Ha
«TBEpIyIO» KOMHI0. B mapamerpax perucrpanuu ykas3slBaroTcs (1aTta U BpeMsl BblAa-
yn (oOpaleHus K MOJACUCTEME BBIBOA), CIICIIM(UKAIUS YCTPOHCTBA BbIIAYH — JIOTH-
yecKkoe UM (HOMEp) BHELIHETO YCTPOMCTBA, KPaTKoe coAep)kaHue (HauMEHOBAaHHUE,
BU, MU(}p, KOA) U YpOBEHb KOHPUACHIUATBEHOCTH TIOKYMEHTa, HICHTH(PHUKATOP
CcyObeKTa J10CTyIa, 3allPOCUBILEr0 T0KYMEHT;

18

OcymiecTBIATh PErMCTPALIMIO 3aIlycKa (3aBEpLIeHUs) IPOrPaMM U IIPOLECCOB (3a1a-
HUH, 3a/1a4), IpeTHa3HAYEHHBIX 711 00pabOTKH 3aIuiaemMbix ¢aiinos. B mapamer-
pax perucTpaluy yKa3blBaroTcs JaTa U Bpems 3aiycka, uMs (MIeHTU(UKATOp) Mpo-
rpamMMBblI (TIporecca, 3a1aHus), HACHTU(PUKATOP CyOBEKTa JOCTYIA, 3alIPOCUBIIIETO
nporpaMmmy (Iporiecc, 3alaHue), pe3ysbTaT 3amycka (yCIlenHbli, HeyCHelH bl — He-
CaHKLMOHUPOBAHHbIN),

19

OCyIIeCTBIIATh PErUCTPAIIHIO MOIMBITOK JOCTYIIA TPOIPAMMHBIX CPEACTB (IIporpaMm,
IPOLIECCOB, 3a/1a4, 3aaHuil) K 3aluIaeMbiM (aiiaaM. B mapamerpax perucrpariu
YKa3bIBAIOTCS JaTa U BPeMs MOIBITKH JIOCTYIA K 3aliinaeMomy (aiiny ¢ ykazaHuem
ee pe3ysbTara (ycrenHas, HeyCrelHas — HeCAaHKIIMOHUPOBaHHast ), UACHTH()UKATOD
CyOBeKTa JIOCTYIIA, CIICIH(UKAIMS 3alIUIIaeMoro Qaiina;

20

OcCy1ecTBISTh PETUCTPALIMIO MOIBITOK JOCTYIA MPOrPAMMHBIX CPEJICTB K CIEIyI0-
MM JONOJHUTENBHBIM 3allMII[aeMbIM 00BEKTaM JOCTYIA: TEPMHUHATIAM, KOMITbIOTE-
pam, y3nam cetu UCIIJIH, nuHusM (KaHanaM) CBSI3U, BHEITHUM YCTPOMCTBaM KOM-
IBIOTEPOB, IpOrpaMMaM, ToMaM, KaTtajnoram, (aitinam, 3anucsaM, MojsM 3anucei. B
napaMeTpax perucTpaliy yKa3bIBalOTCS /JaTa U BpeMsl MOMBITKY JTOCTYyNa K 3alMIla-
eMoMy OOBEKTY C YKa3aHUEM ee pe3yJsibTaTa (yCHeliHas, HeyclelHas — HeCaHKIHO-
HUPOBaHHAas), UJIEHTU(PHUKATOP CyObEeKTa 10CTyNa, crieln(pUKaIs 3alUIaeMOro
00BeKTa — JoruYecKoe uMs (HoMep);

21

[TpoBOIUTH yueT Bcex 3alUIaeMbIX HOCUTENeH HH(POPMAIIUH ¢ TOMOIIBIO UX Map-
KUPOBKH U C 3aHECEHHEM YUETHBIX JIaHHBIX B )KypHaJl (YUETHYIO KapTOUKY);
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22

OcymecTBIATh OUUCTKY (00HYIEHHE, 00€3IMUuBaHNE) OCBOOOXKIaeMBIX Oo0macTei
OIEPaTHBHOM MaMSATH KOMITBIOTEPOB M BHEIIHUX HaKomuTesei. OUunuCcTKa OCYIIeCTB-
JISIETCSL OJTHOKPATHOM MPOU3BOJIBHOM 3aIHUChI0 B OCBOOOXKIaEMY0 001aCTh aMSITH,
paHee UCITOJIb30BAHHYIO ISl XpaHCHHS 3alUIaeMbIX JaHHBIX ((PaiiioB, nHPpOpMa-
LHH);

B noxcucreme obecieueHus 1IEIOCTHOCTH

ObecneunTh HEeTO0CTHOCTD MPOTPAMMHBIX CpeACTB 3auuThl B coctae C3I1/IH, a Tak-
K€ HEM3MEHHOCTb IIPOrpaMMHOM cpesibl. [Ipr 3TOM 1IeI0CTHOCTD CPECTB 3alUThI
MPOBEPSIETCS MIPH 3arpy3Ke CHCTEMBI 110 HATMYHIO UMEH (MACHTU(PHUKATOPOB) KOMIIO-
HeHT C3I1/IH, enoCTHOCTh POrpaMMHOI cpe/ibl 00ecIIeYMBaeTCsl OTCYTCTBHEM B
NCIIH cpenctB pa3pabOTKU M OTIAAKH IIPOrpamMM;

OcymectBisath ¢puzndeckyto oxpany UCIIu (ycTpoiicTB n HOocuTemnei napopma-
[[UN), IpelycMaTpuBaroias KoHTpoub qoctyna B nomerenus UCIT/In noctopoHHIX
JIVLI, HATMYKUE HAIC)KHBIX MPEMSTCTBUM 111 HECAHKIIMOHUPOBAHHOT'O ITPOHUKHOBE-
Hus B moMemenus UCIIIH u xpanuuiine HocuTenei nHhopMaIiiu;

[TpoBoauTh nepuoandeckoe rectupoBanue pynkuuit C3I1/IH npu n3aMeHeHnH npo-
rpaMMHO# cpeabl U nepconana MCITIH ¢ moMonipio TeCT-MporpaMm, UMUTHPYIOIIUX
nonbiTk HC/I;

JIOJDKHBI OBITh B HATMYMM cpeacTBa BocctaHoBneHust C3I1/IH, mpenycMarpuBatoiye
BEJICHHE IBYX KONUI MPOrpaMMHBIX CPEACTB 3allUThl MH(POPMALMH, UX NTEPHOUYE-
CKO€ OOHOBIIEHHE M KOHTPOJIb pa00TOCIIOCOOHOCTH;

[TpoBOIUTH MPOBEPKY 1IEIOCTHOCTH MOAYJIEH cpescTBa 3amuThl oT [IMB, Heo6xo-
JUMBIX JJIS1 €r0 KOPPEKTHOrO (QYHKIIMOHUPOBAHMUS, IIPH €T0 3arpy3Ke ¢ UCII0JIb30Ba-
HUEM KOHTPOJIBHBIX CYMM,;

OO0ecmeunTh BO3MOKHOCTh BOCCTAHOBJICHUS CpCACTBA 3allIUTEI OT HMB, npeaycmar-
puBaromasa BEACHUC ABYX KOITHI MMporpaMMHOTO CpCACTB 3alllUThI, €T0 IMMEPUOANYC-
CKO€ OOHOBIICHHE U KOHTPOJIb pa60TOCHOCO6HOCTI/I;

Monntruka nHpopmaumoHHoM 6esonacHocTu. CTpaHuua 28 13 32




5 Peanu3oBaTh MeXaHU3MBI IPOBEPKH LIETOCTHOCTH MAKETOB OOHOBIICHHI CPEACTBA N N N
3amuThl OT [IMB ¢ ucnonap30BaHNEM KOHTPOJIBHBIX CYMM;
8 [TpoBoauTh pe3epBHOE KonupoBanue [1/[H Ha oTYyX)TaeMble HOCUTENH HH(DOPMALINK; ] N N
\Y B noxcucreme aHTUBUPYCHOM 3aLUTBHI:
[IpoBoaMTH aBTOMATUUECKYIO MTPpOoBepKYy Ha Hanuuue BII ninu nocneacteuii [IMB
1 npu ummnopre B UCII/IH Bcex mporpaMMHbIX Moy el (IPUKIIAAHBIX IPOTPaMM), KO- + + +
TOpbIe MOT'YT cozepkaTh BII, mo ux TUNoBbIM 11a0I0HaM U C TOMOIIBIO 3BPUCTHYE-
CKOI'0 aHAJIN3a;
9 PeannzoBaTh MeXaHW3MBI aBTOMAaTHYECKOTO OJIOKMpOBaHMs 0OHapyxeHHBIX BII my- N N N
TEM UX yJaJICHHs U3 IPOrPaMMHBIX MOAYJIEH NI YHUUTOXKCHMUS;
3 PerymsipHo BeIoNHATH (TIpu niepBoM 3amycke cpeacts 3auuTsl [1/[n ot [IMB u ¢ N N N
yCTaHaBJIMBAaEMOM NEPUOIUYHOCTHIO) MPOBEPKA HA IIpeaMeT Hanuus B HUX BIL;
4 JomxHa nHunuupoBathes aBromarnyeckas npoepka UCII/IH Ha npeamer Hanuuus N N N
BII npu BeisiBnenuu ¢akra [IMB;
PeanuzoBaTh MEXaHU3M OTKaTa JUIsl YCTAHABIMBAEMOTI'0 YNCIIA ONEPALUN yIaTICHUS
) BII u3 onepatnBHOM WJIM MOCTOSIHHOW IMAMSTH, U3 IPOrPAMMHBIX MOAYJIEH U IPH- + + +
KJIQJHBIX POTPAMM WJIM MPOTPaAMMHBIX CPEACTB, conepkamux BII.
6 JononaurensHo B UCII/IH nomkeH NpoBOAUTECS HENPEPBIBHBIN aBTOMAaTHYECKHI + + +
MOHMTOPHHT UH(POPMAIIMOHHOTO OOMEHA ¢ BHEUIHEH CEThIO ¢ 11eNblo BhlsBiIeHus BII.
Vi Kontpous orcyrersus H/IB B [10 C31
Jns mporpaMMHOTo o0Gecniedenus, UCIoIb3yeMoro npu 3amure nHpopmanuu B MC-
1 [T1H (cpencts 3amuTsl HHGOpManuu — C3M, B TOM yuciie ¥ BCTPOSHHBIX B 00IECH- + + +
CTEMHOE U MpUKIIagHoe IporpammHoe obecnieuenue — [10), nomkeH ObITh oOecnieueH
COOTBETCTBYIOIUI YPOBEHb KOHTPOJIs 0TcyTcTBUs B HeM H/IB (He nexnapupoBas-
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HBIX BO3MOXKHOCTEH).

VIl

O6napyxenue Bropxxeruit B UCII[In

OO6Hapy)xeHne BTOP>KEHHI JODKHO 00ecieunBaThCs MyTEM UCIIOIb30BaHHS B COCTA-
Be MICII/IH mporpaMMHBIX WJIM IPOTPaMMHO-AINIaPaTHBIX CPEICTB (CHCTEM) 0OHa-
pyxenus sropxxenuii (COB).

HeO6XOI[I/IMO 00513aTeNIbHOE NCIOJIBL30BAHUE CHCTEMBI 06Hap}/')KeHI/I5{ CCTCBBIX aTak,
HCIIOJIB3YIOMIUC CUTHATYPHBIC METO/IbI aHAJIN3a

Heob6xoaumo 00s13aTeIbHOE UCTIONB30BAHNE CHCTEMbI OOHAPYKEHUS CETEBbIX aTak,
UCTIOJIb3YIOLINE CUTHATYPHbBIE METO/Ibl aHAJIM3a U METO/Ibl BBISBICHHS aHOMAIUN

VIl

3amurta UCIT /1 ot [IDMUH

s 06paboTku nHGOpMaruu HeodxoauMo ucnoiab3oate CBT, ynoBierBopstoiye
TpeOoBaHUsAM cTaHapToB Poccuiickoii @enepanuu 1o 31eKTPOMarHUTHON COBMeE-
CTMMOCTH, TI0 6€30IaCHOCTH U 3PTOHOMHUYECKUM TPEOOBaHUSM K CPEJCTBAM 0TOO-
paxkeHust UH(OpMaLUU, IO CAHUTAPHBIM HOPMaM, IPEIbSABISEMbIM K BUIEOIUC-
wieitHeIM TepmuHaniaM [19BM (nanpumep, TOCT 29216 91, TOCT P 50948-2001,
I'OCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

Onenka cootBerctBust UCII/IH TpeboBanusm 6e3omnacuoctu 110

[TpoBecTu 00s3aTeNbHYIO CEPTUPHUKALIMIO (aTTECTALMIO) IO TpeboBaHUIM Oe3omac-
HOCTH MH(pOpMaIH;

JlexmapupoBaTh COOTBETCTBUE M 00s3aTENBHYIO CepTH(PUKALINIO (ATTECTAIUIO) TIO
TpeboBaHUsIM O€30MacCHOCTH MHGOPMAITNH (TI0 PEIICHHUIO OTIEPaToOpa);
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[Tpumeuanue: s UCIIn 4 xnacca nepedenb MeponpusaTuii 1o 3amute [1/{H onpenensercss B 3aBUCUMOCTH OT yiepOa KOTOPBIH MOXKET OBITh

HAHCCCH B CJICACTBUH HCCAHKITMOHUPOBAHHOT'O UJIKM HCIPECAHAMCPCHHOT'O JOCTYIIA K HI[H

CoracoBaHo:

3aMecTuTeNb JUpPEKTOpa HoBocenbiieBa Onbra AnekcanapoBHa
Yuurens Hasumopa Enena EBrenbeBna
Crenuanuct o xajapam I'ycapoBa Banentnna AnekcanapoBHa
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JIner o3nakomiienus ¢ IlosmTukoii HHPOPMaLMOHHON 0€30I1aCHOCTH

Ne dUO Jo/xHOCTH Hara Hoxmucn
n/n
1 | HoBocensuera Omnbra 3amecTuTens AUPEKTopa
AJlekcaHIpOBHA
2 | HazumoBa Enena EBrenneBna VYuurenb
3 | I'ycapoBa Banentuna Crenuanuct 1o Kajapam

AJlekcaHIpOBHA
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